


STRAVA APPLICATION USED BY US SOLDIERS  
ISSUE: The Australian Defence Force may have to ban fitness app 
watches during deployments due to applications potentially revealing 
locations and movements of Defence personnel. 
Current media: 

KEY POINTS: 
• The release of Strava-related information does not constitute a

security breach.
• Strava is one of many applications and devices which collect user

information. Many of these devices and activities are important to
the quality of life of Defence staff.

− While the use of electronic devices is controlled in some sensitive 
locations, Defence primarily manages the risks associated with the 
collection of such information by having layered physical and 
information security protections for Defence personnel and facilities, 
and by educating staff about the risks. 

• All Defence personnel are required to complete annual mandatory
security training which includes information on the risks posed by
internet-connected devices and online activities.
− Defence personnel are advised to actively use and manage

privacy controls to limit the amount of information they make 
publicly available and report any suspicious online activities or 
contacts.   

− Defence also provides regular personal security awareness 
information to personnel. 

• In light of the Strava information release, Defence is reviewing
policies and training materials related to the use of personal devices.

• On operations, the online presence of ADF personnel and their use
of electronic devices is managed in accordance with operational
security requirements appropriate to the degree of risk for each
activity.
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BACKGROUND TALKING POINTS 
• Defence is continuing to review the Strava information, but Defence has not

identified any classified or sensitive Australian information being made available
through the Strava heat map.

Recent media:: 
30 January 2018, the Australian, “Fitness app poses a risk to soldiers”.  Article 
outlines how sensitive security information on the location of soldiers can be 
uploaded from fitness watches, such as Fitbits when synced with a smartphone or 
device.  
A broad range of media organisations have put questions to Defence concerning the 
global ‘heat map’ of user fitness data release by the company Strava over the 
weekend, and the potential security risks created by the release of this information to 
Defence personnel.  
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STRAVA APPLICATION USED BY US SOLDIERS (*NEW*) 

ISSUE: The Australian Defence Force may have to ban fitness app 
watches during deployments due to applications potentially revealing 
locations and movements of Defence personnel. 
KEY POINTS: 

 The release of this information does not constitute a security breach.
 Strava is one of many applications and devices which collect user

information. Many of these devices and activities are important to
the quality of life of Defence staff.

 While the use of electronic devices is controlled in some sensitive
locations, Defence primarily manages the risks associated with the
collection of such information by having layered physical and
information security protections for Defence personnel and facilities,
and by educating staff about the risks.

 All Defence personnel are required to complete annual mandatory
security training which includes information on the risks posed by
internet-connected devices and online activities.
 Defence personnel are advised to actively use and manage

privacy controls to limit the amount of information they make
publicly available and report any suspicious online activities or
contacts.

 Defence also provides regular personal security awareness
information to personnel.

 In light of the Strava information release Defence is reviewing
policies and training materials related to the use of personal devices.

 On operations, the online presence of ADF personnel and their use
of electronic devices is managed in accordance with operational
security requirements developed for each activity.
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BACKGROUND TALKING POINTS  

 Defence is continuing to review the Strava information, but Defence has not 
identified any classified or sensitive Australian information being made available 
through the Strava heat map.   

Recent media:: 
30 January 2018, the Australian, “Fitness app poses a risk to soldiers”.  Article 
outlines how sensitive security information on the location of soldiers can be 
uploaded from fitness watches, such as Fitbits when synced with a smartphone or 
device.  

A broad range of media organisations have put questions to Defence concerning the 
global ‘heat map’ of user fitness data release by the company Strava over the 
weekend, and the potential security risks created by the release of this information to 
Defence personnel.  
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