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Department of Defence 

CHIEF INFORMATION OFFICER GROUP 
INSTRUCTION 01/2015 

January 2015 

This Instruction is issued with the authority of the Chief Information Officer pursuant to 
section 9A of the Defence Act 1903 for members of the ADF; and section 20 of the Public 
Service Act 1999 for Department of Defence APS employees, in accordance with The 
System of Defence Instructions Manual. 

Note: These instructions are of a permanent nature and remain in force until cancelled. They 
should be reviewed by the sponsor every three years and repromulgated only where a 
significant change of content is necessary. Publications can be accessed on the Defence 
Intranet at http://intranet.defence.gov.au/home/documents/departme.htm. 

MOBILE INFORMATION AND COMMUNICATIONS TECHNOLOGY 
DEVICE MANAGEMENT 

Introduction 

1. Mobile information and communications technology (ICT) devices provide a
range of computing functions that allow users to access certain corporate and
Defence networks or the Internet, either from a Defence site or remotely in the
course of a Defence person's business activities.

2. All Defence personnel are required to comply with the following policies
related to the use of Defence ICT Resources:

a. DI(G) CIS 6-1-001 Appropriate and inappropriate use of ICT Resources

b. DI(G) CIS 6-7-002 Mobile telephones and related services

c. Accountable Authority Instruction 2.3.2 on ICT software purchases

d. Accountable Authority Instruction 2.3.2 2.3.3 on ICT hardware purchases

e. Defence Security Manual (DSM) Part 2.52—Portable Electronic Devices and
Laptops 

Policy Statement 

3. All CIOG personnel involved in the distribution, use or management of
Defence supplied mobile ICT devices must adhere to this Instruction.

Scope 

4. This Instruction establishes the basis of provisioning, funding and support of
the following Defence mobile ICT devices:

a. Defence unclassified mobile phone (non-smart phone) and pager.

b. Defence BlackBerry device, which has been accredited and approved by ICT
Security Branch (ICTSB) to access the DRN for data up to Protected level,
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and to access the Defence Voice network (DVN) for voice, SMS or MMS at 
Unclassified level only. 

c. Defence Protected iPhone, which has been accredited and approved by
ICTSB to access the Defence Restricted Network (DRN) for data up to
Protected level, and to access the DVN for voice, SMS or MMS at
unclassified level only.

d. Defence Protected iPad accredited and approved by ICTSB to access the
DRN for data up to Protected level.

e. Defence unclassified smart phone and tablet devices that have not been
accredited or approved by ICTSB to access any classified or sensitive
Defence network, except as detailed in paragraph 33.

f. A token to access the Defence Remote Electronic Access and Mobility
Service (DREAMS).

g. Wireless data card.

h. USB data transfer device for storage of official data up to Protected by
access to the DRN.

i. USB data transfer device for storage of official data up to Secret by access to
the Defence Secret Network.

j. Defence Secret mobile phone, eg Sectéra® Wireless GSM® or Secure
Mobile Environment – Portable Electronic Device (SME-PED).

5. The list of approved devices and their respective procedures for use will be
available on CIOG’s ICT services website at http://ciogintranet/Pages/Default.aspx.
These will be amended as additional devices become available, accredited and
approved to use.

Roles and responsibilities 

6. Assistant Secretary Enterprise Technology Operations is the Service Owner
for mobile ICT.

7. Director-General Business Relationship Management Office (BRMO) and
Director-General ICT Strategy, Planning and Policy, in collaboration with the Director
of Fleet Operations, are responsible for ensuring that this policy is being observed by
taking appropriate action to correct non-compliance.

8. BRMO managers will encourage their Group Point of Contacts (GPOCs) to
follow the intent of this Instruction and implement the relevant Security Standard
Operating Procedures and usage procedures provided on the CIOG website, and for
ensuring Group allocations are appropriately recorded and managed.

9. All Defence personnel, as a condition of their use of a Defence mobile ICT
device, will be advised that they are responsible for:

a. notifying their issuing authority of any change of circumstances, including
changes to the cost centre code provided when issued with a device
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b. notifying the Defence ICT Service Desk if their mobile ICT device is lost,
stolen or damaged

c. raising an SD016—Loss or Damage Report if a device is lost or damage, to
initiate an investigation of the cause

d. raising an XP188—Security Incident Report to report if classified data may
have been compromised, eg through loss or theft of a classified device,

Basis of provisioning and funding 

10. Categories of provisioning. The three categories of mobile ICT users for
provisioning are as follows:

a. Category A. Very Important Persons (VIP)  and Senior Leadership Group
(SLG) members.

b. Category B. Military unit commanders at the Officer-5/6 rank levels
appointed by a formal instrument of command, Defence Military Attachés
and the SLG member’s immediate office staff , ie Military Assistant,
Executive or Principle Staff Officer.

c. Category C. Other staff with a justified business need that is authorised by
the user's financial delegate and GPOC.

11. The basis for provisioning and funding for each mobile ICT device by user
category is at Annex A. The priority for provisioning of mobile ICT devices will
normally be in the order: Category A, then B, then C users. The provision of a
Defence Protected iPhone or Defence unclassified smart phone will preclude the
individual from also having a Defence unclassified mobile phone or BlackBerry
device. The provision of a Defence Protected iPad will preclude the individual from
also having a Defence unclassified tablet or BlackBerry device.

Level of service support 

12. The level of service support provided for users of mobile ICT devices will be
advised to users at the time of issue, using the Defence ICT Service Desk and
associated service delivery support.

SIM Cards 

13. Defence personnel will be advised that they must not use personally funded
SIM cards in Defence mobile ICT devices, or use Defence funded SIM cards in
personally owned mobile ICT devices. All SIM cards are to be procured from CIOG
via the Service Request Catalogue, except where a user is overseas, when
paragraphs 38 to 42 apply.

Defence unclassified mobile phone 

14. The provisioning and responsibility for costs associated with a Defence
unclassified mobile phone are at Annex A.
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Defence BlackBerry device 

15. Defence BlackBerry devices will be progressively replaced by a Defence
Protected iPhone device as availability allows. This will be completed by 30 Jun 15,
coordinated by Enterprise Technology Operations Branch, in consultation with BRMO
managers and their GPOCs.

16. Until then, as Defence BlackBerry devices are assigned to an appointment
position number, if the custodian is transferred to another unit or location, the device
is to be transferred to the new incumbent as part of the departure/march-out
procedure.

17. Damaged devices must be returned to the Defence ICT Service Desk for
replacement and the GPOC advised. If access to the damaged device is possible,
the device is to be sanitised in accordance with Australian Signals Directorate (ASD)
BlackBerry Hardening Guide. If access is not possible, it is to be packaged and
labeled for transport as a Protected item in accordance with the DSM.

18. If the device is no longer required or justified, it must be sanitised by the
custodian prior to being returned to the GPOC for either reallocation or be returned to
the Defence ICT Service Desk.

Defence Protected iPhone or iPad – DRN Access 

19. The provisioning and responsibility for costs associated with a Defence
Protected iPhone or iPad are at Annex A. Costs comprise an initial amount for the
device and accessories, and a monthly data/voice charge. Costs will be detailed
when placing a service request on the Defence ICT SRC.

20. Defence Protected iPhones and iPads must be requested through the SRC,
which will require approval by the user’s supervisor or commanding officer, GPOC
and financial delegate. These devices are assigned to an appointment position
number, so if the custodian is transferred to another unit or location, the device is to
be transferred to the new incumbent as part of the departure/march-out procedure.

21. If the custodian of a Defence Protected iPhone or iPad is transferred to
another unit or location and is given approval by their supervisor/commanding officer
and GPOC to move the device to their new position number, a ‘Change of
Circumstances’ form must be completed through the SRC, so that it can be asset
managed by the losing and gaining GPOCs.

22. A Defence person may be approved to be a custodian of a number of pool
devices at unit level. The issue and return of pool devices must be asset managed to
ensure a traceable record of who had responsibility for each device. These devices
will be configured so that they do not provide access to DRN email, calendar,
contacts or tasks/reminders. Internet and Intranet access will be possible and will
require the temporary user of a pool device to authenticate with their personal DRN
credentials. Access to the Defence Enterprise App Store will be allowed. When the
temporary user has finished using the device, they must close all applications, turn
off the device and return it to the manager of the pool devices.
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Defence Protected iPhone or iPad – Support 

23. Only Defence owned and asset-labelled Defence Protected iPhones and
iPads will be supported by CIOG. After necessary unit action, damaged devices must
be returned to the ICT Service Desk for repair or replacement. If access to the
damaged device is possible, the device must be sanitised in accordance with the
ASD iOS Hardening Guide by the user prior to transport for repair or replacement. If
access is not possible, it is to be packaged and labelled for transport in accordance
with the DSM. The ICT Service Desk must not return devices to the supplier, unless
they have been sanitised. If the device cannot be sanitised it must be destroyed in
accordance with the DSM.

24. Some Defence unclassified and asset labelled smart phones or tablet
devices may be deemed suitable to become a Defence Protected iPhone or iPad
device. These devices must first be inspected to ensure compliance and compatibility
to meet the CIOG’s required minimum state. When this policy is published, the
minimum requirements, which may change to later versions without notice, are as
follows:

a. It is an Apple iPad 2 or later, Apple iPad Mini or later, or iPhone 4S or later.

b. It has not been ‘jail-broken’, which is the removing of Apple’s built-in
limitations on the device to provide root access.

c. It is running iOS v6.1.6 or later.

d. It has been sanitised of classified or sensitive data and has no access
protection enabled.

25. If a device is not compliant or compatible, it must not be used to access the
DRN. If the device is deemed suitable for access to the DRN, any data on the device
must be deleted prior to approval to connect to the DRN.

26. CIOG will only provide support to relevant Defence aspects of Defence
Protected iPhones and iPads, eg access to DRN email, calendar, contacts, Intranet,
Internet and the Defence Enterprise App Store. Further support details will be
provided when a device request is approved.

27. If the device is no longer required or justified, prior to it being returned to the
Defence ICT Service Desk, it must be sanitised in accordance with the ASD
Hardening Guide, and hygienically cleaned.

28. Defence Protected iPad and iPhone users must comply with requirements
detailed in the Defence Protected iOS Service Usage Acceptance Certificate
provided for their acceptance prior to device dispatch.

Defence Enterprise App Store and software updates 

29. A Defence Protected iPad or iPhone provides access to the Defence
Enterprise App Store, which provides a list of pre-approved apps that can be installed
on the device. Apps not provided through the Defence Enterprise App Store must not
be installed on these devices.
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30. Defence Protected iPad and iPhone users with a justified business case may
request an additional app to be added to the Defence Enterprise App Store via the
Defence ICT Service Request Catalogue. Approval of the app request should not be
assumed. App requests will be assigned to the Mobile ICT Program of ICT Delivery
Division, who will work with the CIOG BRMO to evaluate the request prior to testing
and security vetting of the app.

31. The Apple iOS for Defence Protected iPads and iPhones may be updated
over a secure Wi-Fi connection, details of which are provided in the device User
Guide. Users must not update the software until they have been informed to do so by
the Defence ICT Service Desk.

Defence unclassified smart phone or tablet 

32. The responsibility for costs associated with Defence unclassified smart
phones or tablets is at Annex A.

33. Defence supplied unclassified smart phones or tablets must not be
connected to, or access any classified or sensitive network. The exception is for data
access to the DRN by using a DREAMS token via a virtual private network (VPN)
through the Citrix Receiver application approved for that device. CIOG will support
these unclassified devices to the point of ensuring DREAMS connection to the DRN
through the Citrix Receiver. Other technical support is the responsibility of the issuing
Group or Service.

Personal smart phone or tablet 

34. Personal smart phone or tablets are unclassified/unofficial and must not be
connected to, or access any classified or sensitive network. Secure access to the
DRN can only be achieved by using a DREAMS token via a VPN through the Citrix
Receiver application. CIOG support is not provided for these devices, except to the
point of ensuring DREAMS connection to the DRN through the Citrix Receiver. Other
technical support is the person’s responsibility. Such access may be terminated
without warning if the DRN security is threatened.

35. Any use that results in a data spill of classified or sensitive data onto a
personal device or printer is to be reported, so that corrective actions can be taken,
which will be at the user’s expense.

DREAMS token 

36. The responsibility for costs associated with a DREAMS token is at Annex A.
Defence staff requiring a new or replacement DREAMS token are to contact their
GPOC for a token and then complete a request via the SRC to have the token
activated.

Wireless data card 

37. The responsibility for costs associated with a wireless data card is at Annex
A, and as detailed in the SRC.
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Contact Officer: 

Earlier CIOG Instruction Cancelled: 03/2010 
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IMPORTANT: This email remains the property of the Department of Defence. Unauthorised communication and 
dealing with the information in the email may be a serious criminal offence. If you have received this email in error, 
you are requested to contact the sender and delete the email immediately. 

From
Sen
To: 
Cc: CIOG CTOD ICTSB ICT Security Governance <ictsecurity.governance@defence.gov.au> 
Subject: FW: 190923 ‐ Email ‐ Application enquiry ‐ JMCO MEL ‐ Closed group communication applications ‐ UNCLAS 
[SEC=UNCLASSIFIED] 

UNCLASSIFIED

Hi

Can you please provide a response to this query?  I know there is policy on it and I know BJ’s team may be able to 
assist. 

With thanks

ber Security Performance 
ICT Security Management 
ICT Security Branch | ICT Operations Division 
Chief Information Officer Group  | Department of Defence 

“High Performance, Teamwork and Respect” 

IMPORTANT: This email remains the property of the Department of Defence. Unauthorised communication and 
dealing with the information in the email may be a serious criminal offence. If you have received this email in error, 
you are requested to contact the sender and delete the email immediately. 

On Behalf Of CIOG Communications 

Subject: FW: 190923 ‐ Email ‐ Application enquiry ‐ JMCO MEL ‐ Closed group communication applications ‐ UNCLAS 
[SEC=UNCLASSIFIED] 

UNCLASSIFIED

Good afternoon

We’ve just received the below enquiry, I believe this one is best answered by you/your team? 
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Thanks,  

Communication Officer 

|  

   

 
IMPORTANT: This email remains the property of the Department of Defence. Unauthorised communication and 
dealing with the information in the email may be a serious criminal offence. If you have received this email in error, 
you are requested to contact the sender and delete the email immediately. 
 
 

From:
Sent: 
To: CIOG Communications <ciog.communications@defence.gov.au> 
Subject: 190923 ‐ Email ‐ Application enquiry ‐ JMCO MEL ‐ Closed group communication applications ‐ UNCLAS 
[SEC=UNCLASSIFIED] 
 
UNCLASSIFIED 

Good Afternoon Sir, Ma’am, All, 
 
 
I would like to enquire which third party applications such as WhatsApp, Signal and other closed group 
communication applications are approved / recommended for use on personnel electronic devices by the ADF? 
 
Further to that, where I would find the document, policy or manual that outlines the approved above mentioned and 
the associated terms and conditions? 
 
 
Any assistance or pointing in the general direction would be greatly appreciated,  
 
 
Thank you 
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IMPORTANT: This email remains the property of the Department of Defence. Unauthorised communication and 
dealing with the information in the email may be a serious criminal offence. If you have received this email in error, 
you are requested to contact the sender and delete the email immediately. 




