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DDVA HREC Risk Assessment Guide

Purpose and Scope
This guide supports researchers in assessing and managing ethical risk in research involving human participants, their data, or biospecimens.
Understanding Ethical Risk
Chapter 2.1 of the National Statement on Ethical Conduct in Human Research (2025) emphasises the need to carefully balance risks and benefits in research. It explains that researchers are ethically obliged to continually identify and manage any risks throughout the lifespan of their study. In line with the principle of beneficence, researchers are expected to recognise, assess, reduce, and respond to possible harm affecting participants, themselves, or others.
What is Risk?
Risk in human research refers to the potential for harm, discomfort, burden, or inconvenience to participants. It is assessed by considering:
· Likelihood: How probable it is that the harm or discomfort will occur.
· Severity: How serious the harm or discomfort could be, including its consequences.
Risks exist on a continuum, ranging from minimal to high, and may affect individuals, groups, communities, or society.
Minimal Risk
Research is considered minimal risk if:
· Only inconvenience is expected (such as completing a survey or attending a brief interview).
· No harm, discomfort, or burden is foreseen.
Any risk beyond inconvenience means the research is not negligible risk.

Consider:
· Is inconvenience, such as time or effort, the only anticipated effect on participants?
· Might participants encounter any form of discomfort or harm, even if mild or temporary?
· Would most individuals view the activity as something typical in daily life, unlikely to cause distress?
Low Risk
Research is considered low risk if:
· Only discomfort (like minor stress or embarrassment) is foreseeable.
· No harm—physical, psychological, social, economic, legal, or cultural—is expected.
Any risk of harm means the research isn't low risk.

Consider:
· Is discomfort limited to mild stress, embarrassment, or anxiety?
· Is there truly no risk of physical, psychological, social, economic, legal, or cultural harm?
· Is the discomfort brief and manageable with no lasting effects?
· Can participants recover without intervention?

Higher Risk
Research is considered higher risk when:
· There is a clear potential for harm—e.g. physical, psychological, social, economic, legal, or cultural.
· Harm could be serious or persistent, impacting individuals, groups, or communities.
Such research demands thorough ethical review and effective risk mitigation.

Consider:
 · Is there a risk of harm—physical, psychological, social, economic, legal, or cultural, especially if it's serious, long-term, or hard to resolve?
· Could the study affect individuals or communities more than the general public, due to their circumstances or relationships?
· Would any harm require professional help?
 · Does the research address sensitive issues like trauma, abuse, or discrimination?

What types of risks might my research involve?
Risks can take many forms, such as physical, psychological, social, cultural, legal, reputational, or methodological. Researchers are expected to carefully plan their projects to minimise risks for everyone involved, including their own institutions.
When considering risk, it is important to think about:
· The groups affected—participants, communities, researchers, and institutions.
· The specific population proposed for research – are additional risk management or mitigation strategies needed to support the research on the specific proposed populations?
[bookmark: _GoBack]· Types of potential harm: physical, psychological, social, cultural, legal, reputational, environmental, intellectual, methodological, or digital.
· The likelihood that harm could happen.
· The possible severity of the consequences.
What level of ethical review does my project require?
The level of ethical review should match the level of risk involved in the research.
· Projects that pose minimal risk are eligible for low risk review, as they typically result in only minor inconvenience or discomfort.
· Projects considered high risk must undergo a full review by a Human Research Ethics Committee (HREC) as they have the potential to harm participants, their families, or their communities.
Risk assessment should be reviewed and updated regularly throughout a project, especially if methods change, new information arises, participant situations alter, or unforeseen events happen. Ongoing monitoring maintains ethical oversight and protects participants as the research progresses.
Next Steps:
Use the risk matrix below to identify and assess risks, and plan strategies for minimisation, mitigation, or management. Please submit your completed risk assessment matrix with your DDVA HREC Human Research Ethics Application Form once completed.
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DDVA HREC Risk Assessment Matrix
Matrix Legend:
Likelihood: Rare, Unlikely, Possible, Likely, Almost Certain
Consequence: Insignificant, Minor, Moderate, Major, Catastrophic
Risk Level: Determined by combining Likelihood × Consequence (Note: Project design should show risk minimisation)
· Low: Routine monitoring is sufficient
· Medium: Mitigation required
· High: Requires strong justification and detailed management
· Extreme: Usually ethically unacceptable
	Risks to Participants

	Risk Category
	Description
	Likelihood
	Consequence
	Risk Level
	Mitigation & management Strategies

	Physical Risk

	Discomfort, pain, injury, or illness that may arise from the research methods such as physical stimuli (e.g. noise) or engaging in activities that could lead to physical harm
	
	
	
	

	Psychological Risk
	Participants may experience negative emotional states such as anxiety, depression, or loss of self-esteem e.g. recalling traumatic events or using deception can heighten these risks
	
	
	
	

	Social Risk
	Participation may alter relationships with others, leading to embarrassment or loss of respect. Participants might also face labelling that could have negative consequences on their social standing
	
	
	
	

	Economic Risk
	Potential financial costs associated with participation, such as loss of wages or other income. Participants may incur expenses for procedures that are not otherwise required
	
	
	
	

	Legal Risk
	Research methods that may expose participants to legal liabilities, especially if sensitive information is disclosed that could lead to criminal or civil repercussions
	
	
	
	

	Complexity of Consent
	Difficulty in ensuring informed, ongoing, and culturally appropriate consent
	
	
	
	

	Risks to Researchers

	Risk Category
	Description
	Likelihood
	Consequence
	Risk Level
	Mitigation & management Strategies

	Emotional Risk 
	Vicarious trauma, occupational burnout, or psychological distress resulting from engagement with immersive methodologies
	
	
	
	

	Reputational Risk
	Reputational harm from controversial research results
	
	
	
	

	Physical Risk
	Experiencing injuries or fatigue during fieldwork or travel

	
	
	
	

	Risks to Institutions and Communities

	Legal Risk
	Defamation, breach of contract, or non-compliance with laws
	
	
	
	

	Intellectual Property Risk
	Co-creation or authorship disputes
	
	
	
	

	Environmental Risk
	Potential risks associated with remote or natural field locations
	
	
	
	

	Time-Related Risk
	Risks that change over time (e.g. political shifts, climate events)
	
	
	
	

	Risks related to Research Design and Technology

	Methodological Failure
	Design defects, inaccurate interpretation or loss of data, and compromised version control
	
	
	
	

	Data Management and Storage Risk
	Improper data storage or non-compliance with retention policies
	
	
	
	

	Confidentiality Breach	
	Disclosure of personally identifiable or confidential information
	
	
	
	

	Digital Risk
	Online harassment, data scraping, platform security gaps, and algorithmic bias.
	
	
	
	

	Automated Response Risk
	Potential for automated or non-human entities to submit responses to online surveys or forms
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