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ICT People Domain Delivery
Corporate & Logistics Delivery Branch | ICT Delivery Division
Chief Information Officer Group  | Department of Defence

 | ACT
M: 
E: 
Chat: Lync Instant Messaging
 

 
IMPORTANT: This email remains the property of the Department of Defence. Unauthorised
communication and dealing with the information in the email may be a serious criminal offence.
If you have received this email in error, you are requested to contact the sender and delete the
email immediately.
 
 

From:  
Sent: Monday, 24 May 2021 3:17 PM
To: 

 

Cc: 

Subject: DSOC - D1TU PMKeyS Security Assessment - Final Report [SEC=
 

Good Afternoon,
 
DSOC has produced the final Security Assessment report for the Defence One Technical Upgrade
project’s PMKeyS Application, see attached.
 
Kind Regards,
 
 

Team Lead – Cyber Readiness Team C – Assessments
Defence Security Operations Centre
ICT Security Branch | ICT Operations Division
Chief Information Officer Group  | Department of Defence

 
 | Canberra ACT

P:   E: 
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“High Performance, Teamwork and Respect”

 
IMPORTANT: This email remains the property of the Department of Defence. Unauthorised
communication and dealing with the information in the email may be a serious criminal offence.
If you have received this email in error, you are requested to contact the sender and delete the
email immediately.
 
 

Defence FOI 700/23/24 
Document 6











 

From: @defence.gov.au> 
Sent: Monday, 18 July 2022 10:51 AM
To: @defence.gov.au>
Cc: @defence.gov.au>
Subject: FW: [TASK 001/22]- PIA Recommendations to update PMKeyS Privacy Statement
[SEC=
 

Hi ,
 
Can I please ask where this Privacy Statement is? and I are unable to access the link.
 
Kind regards,
 

Team Leader
PMKeyS Security Policy. Audit & Requirement Analysis (SPARA)
People Systems Business Support (PSBS)
People Systems and Payroll Services Branch
Department of Defence
 

 | Defence Plaza Melbourne | 661 Bourke Street | Melbourne | VIC 3000
P: 

 
IMPORTANT: This email remains the property of the Department of Defence. Unauthorised
communication and dealing with the information in the email may be a serious criminal offence.
If you have received this email in error, you are requested to contact the sender and delete the
email immediately.
 
 

From: @defence.gov.au> 
Sent: Monday, 18 July 2022 10:33 AM
To: @defence.gov.au>
Subject: RE: [TASK 001/22]- PIA Recommendations to update PMKeyS Privacy Statement
[SEC=
 

Hi ,
 
I did not aware  has mentioned to update in PIA. As you see, I have not been address on the
email at first place.
 
I would not be able to open your attached objective link as I do not have the access.
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However,  and I have updated IS-SPP couple of weeks ago (End of June) in attachment for
your awareness.
 
Let me know if you need anything from me for PIA.
 
Kind Regards,
 

Team Leader
Innovation & Project Management
Security and Governance
People Systems Business Support (PSBS)
People Systems and Payroll Services Branch
Department of Defence
 

 | Campbell Park Offices | PO Box 7909 | ACT 2610
P:  | E: @defence.gov.au
 

 
 
 
 
 
 
 
 
 
 
 
 
 
IMPORTANT: This email remains the property of the Department of Defence. Unauthorised
communication and dealing with the information in the email may be a serious criminal offence.
If you have received this email in error, you are requested to contact the sender and delete the
email immediately.
 
 

From: @defence.gov.au> 
Sent: Monday, 18 July 2022 9:06 AM
To: @defence.gov.au>
Subject: FW: [TASK 001/22]- PIA Recommendations to update PMKeyS Privacy Statement
[SEC=
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P:  | E: @defence.gov.au

 
IMPORTANT: This email remains the property of the Department of Defence. Unauthorised
communication and dealing with the information in the email may be a serious criminal offence.
If you have received this email in error, you are requested to contact the sender and delete the
email immediately.
 
 

From: @defence.gov.au> 
Sent: Friday, 7 January 2022 2:42 PM
To: @defence.gov.au>
Cc: @defence.gov.au>
Subject: FW: DIS - PIA Recommendations to update PMKeyS Privacy Statement
[SEC=
 

Hi 
Apologies for the delay.
 
Hi ,

noting that we need to update the PMKeyS Privacy
Statement... noting also the staffing situation in SPARA. Let’s discuss.
 
Cheers
 

 
 

Director
Directorate of People Systems Business Support
People Systems & Payroll Services Branch
Defence People Group
 

| Campbell Park Offices | PO Box 7909 | Canberra BC | ACT 2610
P:  | M:

 
IMPORTANT: This email remains the property of the Department of Defence. Unauthorised
communication and dealing with the information in the email may be a serious criminal offence.
If you have received this email in error, you are requested to contact the sender and delete the
email immediately.
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From: @defence.gov.au> 
Sent: Thursday, 18 November 2021 4:12 PM
To: @defence.gov.au>
Cc: HRIM @defence.gov.au>
Subject: DIS - PIA Recommendations to update PMKeyS Privacy Statement
[SEC=

Hi ,

Thank you for the chat yesterday.

As discussed, please see attached the DPG WHS Defence Interim Solution (DIS) draft PIA, which
includes recommendations that have been raised by DPG WHS to update the PMKeyS Privacy
Statement that also applies to the HR data housed in the DWI HRDW.

Summary of risks and recommendations related to PMKeyS Privacy Statement is located on page
61 of this document, recommendations numbered 10,11,12.

I am aware of Defence Privacy ( ) previously engaging with your business area to
update the PMKeyS Privacy Statement but not sure how far this progressed.  has now
moved on and the new POC in Defence Privacy is .

If you can let us know who you allocate this task to that would be much appreciated.

Kind regards,

HR Domain – Information Management (HRIM)
Directorate of Workforce Information (DWI)
Workforce Planning Branch
Department of Defence

 | Canberra Airport | PO Box 7922 | Canberra BC | ACT 2610
P: 

IMPORTANT: This email remains the property of the Department of Defence. Unauthorised
communication and dealing with the information in the email may be a serious criminal offence.
If you have received this email in error, you are requested to contact the sender and delete the
email immediately.
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PMKeyS Privacy and Security 

Privacy 

Privacy is protected by law In Australia through the Privacy Act 1988 (the Privacy Act). The Privacy 

Act outlines the required protection of personal information in certain circumstances and sets out 

how agencies, such as Defence, need to handle personal information.    

PMKeyS holds HR and payroll related information for all Defence employees.  This personal 

information is subject to the Australian Privacy Principles (APPs) as set out in the Privacy Act which 

means that the unauthorised use or disclosure of personal information contained in personal 

records is a breach of the APPs.  All personnel with access to or receive data from PMKeyS need to 

know that the APPs apply to them. 

Specifically, APP6 outlines when an APP entity (ie an organisation subject to the APPs – which 
includes all Australian Government agencies) may use or disclose personal information. Generally 
that use or disclosure must be in regard to the reason the information was originally collected.  

APP11 relates to the security of personal information and requires Defence to take reasonable steps 
to protect the personal information it holds from misuse, interference and loss, as well as 
unauthorised access, modification or disclosure. 

Click on the following link for further details on the Privacy Act and the APPs.  
http://www.oaic.gov.au/privacy-law/ . 

Access, Use and Disclosure of Personal Information 

Before getting access to or receiving data from PMKeyS, all users agree to adhere to the Privacy Act, 
and Information System-Security Practices and Procedures.Users also need to do the APPs 
eAssessment (course ID#7392) before they will be given access. Each time users log into or request 
data from PMKeyS they will need to acknowledge that they will abide by the APPs. 

Unauthorised use or disclosure of personal information is a breach of the APPs and the ISSPPs. All 
personnel are reminded that the APS Code of Conduct (APS employees), or the Defence Force 
Discipline Act 1982 (DFDA) (ADF members) apply to their actions.  

Personnel with Protected Identity Status 

Access to information in PMKeyS is strictly controlled and should only be given to authorised users 
who have a authorised need to access it.  Access to information about people with a Protected 
Identity status (as specified in Defence Security Principles Framework - Control 42.1) has additional 
requirements. 

The special controls around access to and release of information relating to Protected 
Identities are set out under the Defence Security Principles Framework – Control 42.1. 
Personnel authorised to access personal information of these personnel must consult this 
reference beforehand.  

Notification of Data Breaches 

The Notifiable Data Breaches Scheme under the Privacy Act requires Defence to notify the Office of 
the Australian Information Commissioner about ‘eligible data breaches’.  Further Information about 
the Notifiable Data Breach Scheme can be found at the following link:  
http://drnet/People/Privacy/Pages/Privacy-Data-Breaches.aspx 

Attachment 1
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Further Information 

For further information on Privacy in Defence please refer to the Defence Privacy website: 
http://drnet/People/Privacy/Pages/Privacy.aspx or contact the Defence Privacy Office via 
defence.privacy@defence.gov.au. 

For further information on Privacy and Security in Defence One/PMKeyS please refer to the Defence 
One website:  http://drnet.defence.gov.au/People/PMKeyS/Access-and-Password/Pages/PMKeyS-
Privacy-and-Security.aspx or contact the Defence One Security Policy via 

. 

Privacy and Security of personal information in Defence is everybody’s responsibility.  
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From:
To:
Subject: [SIGNED]-[FINAL APPROVAL] IS-SPP 2022 [SEC=OFFICIAL]
Date: Wednesday, 7 December 2022 6:04:00 PM
Attachments: image001.png

image002.jpg
image003.png
IS SPP 2022 - DEC 2022.pdf
IS SPP 2022 - DEC 2022.docx

OFFICIAL

Hi 
 
I have made minor amendments and have attached both the Word and PDF signed versions.
We will need to update our webpage – Resources section with the new updated version,
including the Home Portal link to IS-SPP.
Would you also mind sending a copy to HRIM @defence.gov.au / 

 and other regular stakeholders.
 
Thank you so much, kicking goals!!!!
 
Kind Regards
 

Director
People Systems Business Support (PSBS)
People Systems and Payroll Services Branch
Department of Defence
 

| Campbell Park Offices | PO Box 7909 | ACT 2610
P:  | E: @defence.gov.au

IMPORTANT: This email remains the property of the Department of Defence. Unauthorised
communication and dealing with the information in the email may be a serious criminal offence.
If you have received this email in error, you are requested to contact the sender and delete the
email immediately.
 
 

From: @defence.gov.au> 
Sent: Wednesday, 7 December 2022 9:46 AM
To: @defence.gov.au>
Subject: [FINAL APPROVAL] IS-SPP 2022 [SEC=OFFICIAL]
 

OFFICIAL

Hi ,
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People Systems and Payroll Services (PS&PS)
Department of Defence
 

| Campbell Park Offices | PO Box 7909 | ACT 2610
P:    | E: @defence.gov.au 
 

 

 
 
 
IMPORTANT: This email remains the property of the Department of Defence. Unauthorised
communication and dealing with the information in the email may be a serious criminal offence.
If you have received this email in error, you are requested to contact the sender and delete the
email immediately.
 
 

From: @defence.gov.au> 
Sent: Wednesday, 30 November 2022 12:49 PM
To: @defence.gov.au>
Subject: ]FOR ACTION] IS-SPP 2022 [SEC=OFFICIAL]
 

OFFICIAL

Hi ,
 
I have managed to source the information from CIOG and have provide further updates internal
to the document.
 
In addition to this, I have also fixed up the formatting however, you’ll need to run your eyes over
it and accept tracked changes.
 
Once this is complete, we should be able to release this version – Excellent work on this, thank
you!
 
Kind regards,
 

A/Assistant Director
People Systems Business Support (PSBS)
People Systems and Payroll Services Branch
Department of Defence
 

| Defence Plaza Melbourne | 661 Bourke Street | Melbourne | VIC 3000
P: 
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Kind Regards,

A/Team Leader
PMKeyS Security Policy
PSBS Security & Governance
People Systems Business Support (PSBS)
People Systems and Payroll Services (PS&PS)
Department of Defence
 

| Campbell Park Offices | PO Box 7909 | ACT 2610
P:    | E: @defence.gov.au 
 

 
 
 
IMPORTANT: This email remains the property of the Department of Defence. Unauthorised
communication and dealing with the information in the email may be a serious criminal offence.
If you have received this email in error, you are requested to contact the sender and delete the
email immediately.
 
 

From: @defence.gov.au> On Behalf Of HRIM
Sent: Wednesday, 5 October 2022 11:30 AM
To: @defence.gov.au>; 

@defence.gov.au>
Subject: RE: [FOR ACTION] - Review & Provide Feedback on IS SPP 2022 - [DUE] - Friday 7
October [SEC=OFFICIAL]
 

OFFICIAL

Hi ,
 
Thank you for the opportunity to review the IS SSP doc.
 
Looks good, only the 1 suggested inclusion – see comment. It is with regards to including a
statement of requirement for a system wanting to consume HR data.
 
Let me know if you have any questions.
 
Thanks,

a/assistant Director
HR Domain – Information Management

Defence FOI 700/23/24 
Document 8

s47E(d)

s47E(d) s47D

s47E(d)

s47E(d)

s47E
(d)

s47E(d)

s47E(d)







ENTERPRISE PROCESS OWNER – PEOPLE 

EPO-P 101.1 

PMKeyS  
Information System - 

Security Practices and Procedures (IS-SPP) 

Version 4.5 
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AUTHORISATION 
 

Document Authoriser Version Signature 

Director People Systems Business Support v4.5  

Proposals for amendment, or requests for copies of this Documentation Control Standard, are to be forwarded to: 

Assistant Director S&G  
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CANBERRA ACT 2600 
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DEFINITION OF TERMS 
 

– the Application has a system security rating of PROTECTED where: 

a. The highest classification of information processed on Personnel Management Key 
Solution (PMKeyS) is  

b. Access to an associated workstation is restricted to users with a minimum security 
clearance of Baseline as outlined in the Protective Security Policy Framework (PSPF); 
and 

c. Access to PMKeyS is restricted to users who have a genuine ‘need-to-know’ requirement 
to view PROTECTED data and have been granted formal approval. 

 

Workstation – the term ‘Workstation’ refers not only to a computer unit (including Defence Protective 
Laptop) but to any storage and production media used in conjunction with a unit. This includes remote 
logon via DREAMS, the Home portal and media such as; removable drives for example USB Flash 
drives, separate printers and other storage devices. 

PMKeyS – the term ‘PMKeyS’ includes the PMKeyS portal, Business Application, and Self Service. 
The term extends to Customer Relations Management (CRM) applications, including ComTrack Self 
Service (CSS), which are accessed via the PMKeyS Portal. Where aspects of this document relate to 
the PMKeyS Business Application only, the relevant paragraphs will include the words ‘PMKeyS 
Business Application’. In all other cases this IS-SPP applies to the entire PMKeyS suite. 

PMKeyS Data – the term ‘PMKeyS Data’ refers to data accessed directly through the PMKeyS 
application and/or sourced from PMKeyS reports, extracts and interfaces. The term also refers to data 
that is available through other applications that are automatically or manually loaded with data 
sourced from PMKeyS. 

Human Resource Reporting Applications – this document does not specifically cover the access 
management arrangements for Human Resource Reporting Applications, including Management and 
Analysis Reporting Solution (MARS), Human Resource Metric System (HRMeS) and a data 
integration platform named InfoSphere; the Goals and Objectives of this IS-SPP apply to the Human 
Resource Reporting Applications. For details on access management practices and procedures for 
the Human Resource Reporting Applications, refer to the MARS Website.
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PART ONE – GENERAL INFORMATION 
Introduction 

1. ICT Security in the context of PMKeyS concerns the control of data in PMKeyS. Security 
measures are implemented to ensure that data is stored, processed, transferred, and is adequately 
protected according to its sensitivity. The PMKeyS Security Operating Procedures, known as the 
PMKeyS Information System - Security Practices and Procedures (IS-SPP), are designed for a 
system security rating of and apply to the entire PMKeyS software suite. 

2. PMKeyS is hosted on the Defence Protected Network (DPN) and is accessible directly via the 
DPN (including via Defence Protected laptops), through a DREAMS logon to the DPN, the Home 
portal, and through the deployable networks. PMKeyS is hosted on the Defence Protected Network 
(DPN) and is accessible directly via the DPN (including via Defence Protected laptops), through a 
DREAMS logon to the DPN, the Home portal, and through the deployable networks. This IS-SPP 
does not replace the Defence Security Principles Framework (DSPF), that outlines the responsibilities 
of all users’ access to the DPN.Document Relationships 

3. This IS-SPP is referenced to the Australian Government Information Security Manual (ISM), the 
Protective Security Policy Framework (PSPF), the Defence Security Principles Framework (DSPF), and 
the Australian Privacy Principles (APPs) as stated in the Privacy Act 1988. 

4. Detailed instructions on the management of access to PMKeyS are provided on the PMKeyS – 
Access & Password webpage. 

Audience 

5. This IS-SPP is to be read prior to all users being granted access to the PMKeyS Business 
Application and/or the CRM and/or CSS Applications. It is a requirement that the IS-SPP is read and 
acknowledged by all users of PMKeyS. 

Goals 

6. The goals of this IS-SPP are to: 

a. Establish a standard set of security policy practices and procedures to be used by all 
users of PMKeyS; 

b. Reduce the risk of information loss by accidental or intentional disclosure, destruction or 
denial of access; 

c. Maintain the security, privacy, integrity and availability of PMKeyS and the data held in 
PMKeyS; and 

d. Ensure all personnel with access to PMKeyS take responsibility for the data they 
manage and/or use. 

Objectives 

7. To meet these goals, the following objectives must be achieved: 

a. Prevention of unauthorised access, disclosure, modification, manipulation, or deletion of 
PMKeyS data; 

b. Authentication of PMKeyS users; 

c. Establishment of security mechanisms that are flexible and responsive to changes in 
organisational structures and individual responsibilities; 

Defence FOI 700/23/24 
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d. Provision of means for identifying unauthorised access to PMKeyS and/or data and for 
taking appropriate corrective, preventative or disciplinary action; 

e. Limit the use of PMKeyS to the purposes for which such resources are intended; 

f. Ensure appropriate governance is in place for the security and privacy protection of 
PMKeyS data when accessed through applications and databases other than PMKeyS; 
and 

g. Ensure that the system sponsor and/or delegates and authorised users are aware of 
their respective responsibilities with regards to maintaining the security of the data. 

Scope 

8. This is a ‘living’ document and its contents will be constantly monitored to ensure it is up-to-date 
and relevant. 

9. The practices and procedures contained in this document are to apply to all data created, 
processed, and stored on PMKeyS. 
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PART TWO – PRACTICES AND PROCEDURES 
General 

10. PMKeyS has a security rating of  All users must be cleared to Baseline and have a 
'Need-to-Know' requirement for data to which formal access has been approved. Depending upon the 
level of access requested, users requiring access to data for Protected Identities must have a 
minimum security clearance of Negative Vetting 1. 

Conditions of Access 

11. Before gaining access to the PMKeyS Business Application and/or the CRM application, 
personnel must: 

a. Read and understand this IS-SPP. 

b. Be aware of their responsibilities in using PMKeyS, as detailed in paragraphs 22 – 27 
below. 

c. Be granted as a minimum, a security clearance equal to the classification of Baseline. 
Higher security clearances are required for some levels of PMKeyS access. 

d. Have a ‘Need-to-Know’ requirement to access the data for the purpose of performing 
assigned tasks. 

e. Have been appropriately trained for the required PMKeyS access, and are competent to 
browse and/or transact in PMKeyS. Have completed the Campus courses mandatory for 
PMKeyS access; Australian Privacy Principles eAssessment and Defence One 
Introduction & Reporting. To gain access to the Global Payroll application, the Defence 
One Introduction to Global Payroll Campus course must also be completed. 

f. Request PMKeyS Access via Self Service. This access request method is available to 
users where their Service or Group has mapped PMKeyS access roles to positions, and 
where the user has completed the prerequisite PMKeyS training courses. In cases where 
the PMKeyS roles to position have not been mapped, or access is requested for a CRM 
application, the user and supervisor are to complete Webform AD688 Application for 
PMKeyS Access form. 

g. Access to Protected Identity data can only be granted with the agreement of the relevant 
Protected Identity authorisers. 

12. Supervisors are to ensure that personnel using the Webform AD688: 

a. Applied for the appropriate access required to perform their assigned tasks; 

b. Met mandatory training requirements for the access requested; and 

c. Read and understood this IS-SPP. 

13. Special Authorisation is required before access can be granted to sensitive data including, but 
not limited to; Career Management, Discipline, Human Resource Budgeting, Drugs and Alcohol and 
Professional Development & Training. Additional detail is provided at paragraphs 32 – 33 below. 

Password Management 

14. Access to the PMKeyS portal is given to all ADF and APS personnel upon commencement. 
Access to the PMKeyS portal is only given to contractors where access to the PMKeyS Business 
Application has been authorised.  
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15. PMKeyS identifies individual users by their unique Operator ID and password. For APS and ADF 
users, the Operator ID is the user’s Employee ID. For contractors, the Operator ID is the user’s Other 
Defence Support (ODS) number (date of birth & initials), preceded by the letter C. 

16. Users must change their password during their initial login. The password protects the user’s 
account from unauthorised use. Passwords are classified as ‘Official: Sensitive’ and must not be 
revealed to any other person. 

17. The following policies are to be enforced by PMKeyS on all user passwords: 

a. Users are forced to change passwords every 90 days on the PMKeyS Portal for 
continued access to PMKeyS, Self Service and CRM; 

b. Passwords must be a minimum of fourteen (14) characters in length and a maximum of 
thirty two (32) characters consisting of the following character sets: 

(1) Lowercase alphabetic characters (a-z) 

(2) Uppercase alphabetic characters (A-Z) 

(3) Numeric characters (0-9) 

(4) Special characters (! @ # $ % ^ & * ( ) - _ = + \ | { } [ ]; : ? / . ,  ) 

c. The same password cannot be used in any 30-day password rotation; and 

d. Users will be locked out after three consecutive failed logon attempts. 

18. The PMKeyS Information Technology Security Officer (ITSO) is to be notified if a user’s password 
is compromised, or suspected of being compromised. The PMKeyS ITSO is to log the details and 
initiate action for the compromised password to be changed. 

19. Automated procedures for deletion of access to PMKeyS are documented on the PMKeyS 
website. Refer to the Access Purge Process on the Privacy & Security webpage. 

20. The PMKeyS ITSO is responsible for monitoring and auditing the issuing of Operator IDs and 
passwords to authorised users. For a full description of the duties of the ITSO, refer to Annex A. 

21. Users are required to set up their PMKeyS Portal password reset hint on initial login. Users who 
have forgotten their password (and have not set up a reset hint) or have a locked account are to 
contact the Defence Service Network (DSN) for assistance. Refer to the Password Management 
webpage. 

User Responsibilities 
22. All users must: 

a. Abide by the policies, practices and procedures set out in this document; and 

b. Report at once any attempted or actual breach of security to the PMKeyS ITSO via email 
; and/or 

c. Report any shared or suspected PI data spills by completing an XP188 form  
 

23. It is the responsibility of all users to: 

a. Maintain confidentiality and integrity of information stored on PMKeyS; and 

b. Read and understand the PMKeyS IS-SPP prior to granting access to the PMKeyS , CRM 
and/or CSS Business Applications, or when notified that amendments have been made. 
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24. Supervisors are responsible for ensuring that a user has read, understood and complies with the 
PMKeyS IS-SPP. 

25. No user is to attempt to bypass or defeat the security systems, or attempt to obtain use of 
passwords or privileges issued to another person. 

26. All users must use their own account for specific work-related tasks only. Unauthorised changes 
to, or creation of, PMKeyS accounts is not permitted .Any suspected changes will be investigated as a 
breach. 

27. Prior to granting access to PMKeyS, all users are to be made aware of their responsibilities and 
complete a declaration as acceptance of responsibilities. By signing an AD688 Application for 
PMKeyS Access form, or by accepting the Privacy & Security Acknowledgement when applying for 
PMKeyS access via Self Service, the user acknowledges they have read, understood, and accept the 
terms and conditions set out in this PMKeyS IS-SPP. 

Privileged Users 

28. The administration of PMKeyS permits certain users to hold accounts that enable a greater level 
of functionality than is offered by a standard user account. This includes maintenance personnel, 
security personnel, system administrators, database administrators and users granted privileged 
access as defined by the ISM. Those with privileged access have the same responsibilities under the 
IS-SPP as a standard user. 

29. In accordance with ICT Security advice, privileged access accounts cannot be used via DREAMS 
or a Defence Protected Laptop. Privileged accounts can only be accessed on computers in secure 
Defence establishments using the Defence Protected Network.   

30. Privileged user access are reviewed quarterly for compliance confirmation by the Security Policy 
Audit Requirements Analysis (SPARA) team in People Systems Business Support (PSBS) and/or 
their delegates. An access review can be conducted at any time by the user themselves, or the user’s 
supervisor/manager. 

31. Privileged users are required to maintain a correction log as documented in the Requirements 
webpage. The PMKeyS ITSO and/or their delegates/Business areas may conduct regular audits of 
correction logs to ensure compliance. 

32. Special Authorisers are in place to ensure that personnel requesting access to PMKeyS have: 

a. Requested the appropriate privileged access to adequately perform their assigned tasks; 

b. Undertaken the required PMKeyS training and are competent to transact in PMKeyS;  

c. Read and understood the PMKeyS IS-SPP; and 

d. Understand the Australian Privacy Principles and how they apply to PMKeyS. 

33. Special Authorisers are to ensure they are aware of their respective responsibilities and the 
responsibilities of the users they are authorising with regard to maintaining the security and privacy of 
information. 

System Security Sponsor 
34. The System Security Sponsor (Director PSBS) and/or their delegates are responsible for:  

a. Conducting a review of the PMKeyS IS-SPP to ensure it continues to comply with the 
goals and objectives detailed in Part One (General Information) of this document; 

b. Ensuring the implementation of, and sustained compliance by running monthly and 
quarterly reports, and engaging with customer to justify their requirement for accessing 
PMKeyS and meeting their obligations for security, the PMKeyS IS-SPP; 

c. Resolving information system security issues in consultation with the PMKeyS ITSO; 
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d. Ensuring an ITSO is nominated for the PMKeyS application; 

e. Ensuring that the ITSO and Security Manager carry out their duties in accordance with 
Annex A of this document; and 

f. Ensuring that the current version of the IS-SPP is available for viewing by all users on 
PMKeyS via the Portal logon page, and on the PMKeyS website. 

Access to PMKeyS Sourced Data through other Applications or Databases 

35. PMKeyS data can be provided routinely or adhoc to other Defence and non-Defence applications 
and databases via interface or extract. To ensure appropriate security and privacy protection of the 
PMKeyS sourced data the following needs to occur before data will be provided:  

a. any application or database that will store PMKeyS data must undertake analyse from 
CIOGs ICTSB team and be accredited as reliable and trustworthy. 

b. the owners of the other applications and databases are to put in place Data Management 
Agreements (DMA) and procedures that adhere to Part One of this IS-SPP. 

36. The Directorate of Workforce Information (DWI) is to ensure that a DMA is completed before 
PMKeyS data is provided to other Defence and non-Defence applications and databases. The DWI is 
to ensure that the DMA is distributed and endorsed by other data owners such as the Director of 
PSBS and the other system owner(s) as the recipients of the data. 
 
37. For applications and databases outside Defence, DWI is to ensure that a DMA is completed before 
PMKeyS data is provided to these non-Defence applications and databases.  

38. For Defence applications and databases being provided with PMKeyS data through a PMKeyS 
batch process, PSBS is responsible for ensuring appropriate security management is applied. This is 
required before PSBS signs off the System Change Request, Functional Specification, and User 
Acceptance Testing. 

39. For Defence applications and databases being provided with PMKeyS data through a DWI provided 
extract, DWI is responsible for ensuring appropriate security management is applied. 

Breaches of Security 

40. All breaches of security are to be reported and investigated in accordance with the standards 
contained in ISM and DSPF. Any attempted or actual breach of PMKeyS security is to be reported to 
the PMKeyS ITSO via email . 

41. Any user who has access to a Defence/Defence Industry domain or inter-domain connection will 
be in breach of security if they: 

a. Attempt to access information and/or resources without the required authorisation, 
clearance, and/or briefing; 

b. Attempt to access information and/or resources, and cannot justify their need for access; 

c. Attempt to circumvent the access mechanisms that have been applied to protect 
information and/or resources; 

d. Attempt to deny functionality of the system to any other person without prior 
authorisation; 

e. Attempt to corrupt information that may be of value to Defence; 

f. Do not take reasonable steps to confirm that the information that they originate will be 
protected; 

g. Extract information from the system and pass it to a person who does not have an 
established ‘Need-to-Know’ requirement, or is not authorised to access that information; 
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h. Attempt to modify information and/or resources without authority; and 

i. Process information that is classified above the level allowed. 

42. The personal information contained within PMKeyS is subject to the Australian Privacy Principles 
(APPs) contained in the Privacy Act 1988. The APPs provide legal direction on the collection, storage, 
use and disclosure of sensitive and personal data. Please refer to the Defence Privacy website for 
further information. 

43. Intended, unauthorised, or inappropriate use or disclosure of personal information contained 
within PMKeyS is an infringement of the Privacy Act 1988. It is also a breach of the Public Service Act 
1999 Part 3, Section 13 (the APS Code of Conduct), and the Defence Force Discipline Act 1982. 
Such breaches may result in corrective action taken under the relevant provisions of the Defence 
Force Discipline Act 1982, or the APS Code of Conduct Procedures. Actions may include: 

a. A reprimand; 

b. Removal from part or all of the PMKeyS application; 

c. Reduction in salary by way of a monetary fine; 

d. Reduction in classification; 

e. Termination of service with the Department of Defence; and 

f. Civil charges. 
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ANNEX A 
Duties of the PMKeyS Information Technology Security Officer (ITSO) 

1. The PMKeyS Information Technology Security Officer is the PMKeyS Security Policy, Audit, and 
Requirements Analysis (SPARA) Team Leader within People Systems Business Support (PSBS). The 
PMKeyS ITSO is responsible to the System Security Sponsor and/or delegate for the following: 

a. Perform administration in support of PMKeyS security and the application of Defence 
security policy and standards; 

(1) Specifically analysing reports, queries or any extracts containing PMKeyS data 
including sensitive information, particularly for Users who have row security. 
(Access to view PI data) 

b. Develop and implement PMKeyS security policy in consultation with PMKeyS 
stakeholders, and communicate with PMKeyS users; 

(1) To exercise caution and be aware that reports will produce PI data unless configured 
to exclude PI units. (Please exclude PI Units’ data when running reports, where 
there is no requirement for PI data output) 

(2) That to share PI data is considered a breach or data spill, as this data cannot be 
viewed without appropriate PI authorisation 

c. Ensuring procedures are in place to grant the appropriate PMKeyS access to personnel 
based upon the business authorised roles to be performed by the users requesting 
access 

d. Perform and analyse quarterly audits of all listed ‘Privileged Users’ 

e. Review and contribute to the relevant PMKeyS security training 

f. Provide an escalation path to enable personnel to bring notice to all suspicious incidents, 
including;  

(1) Investigations of all attempted or actual breaches of security; and 

(2) Investigations of all attempted or actual data spills reported via XP188 forms 

g. Prioritise the investigation of any attempted or actual data spills and implement risk 
management and policy changes to prevent these incidents re-occurring 

h. Maintain a register of reported fraudulent and security breach incidents and forward to 
relevant identified authority as required; and 

i. Act as the liaison between system personnel and assist in identifying and correcting 
security deficiencies. 

Note:  A Deputy PMKeyS ITSO, the SPARA APS 5, has been appointed and is able to perform all of 
the PMKeyS ITSO duties mentioned above in the absence of the Team Leader SPARA ITSO. 
 

Duties of the PMKeyS Information Technology Security Manager (ITSM) 

1. The PMKeyS Information Technology Security Manager is the PSBS Assistant Director of 
Security and Governance (AD S&G) and is responsible for the following aspects of the system 
management in relation to security: 
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a. Management of PMKeyS security policy. 

b. Standards compliance is maintained in accordance with the ISM, DSPF and the Privacy 
Act 1988. 

2. The PMKeyS Information Technology Security Manager is not to be the PMKeyS ITSO. 
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DEFINITION OF TERMS 
 

– the Application has a system security rating of PROTECTED where: 

a. The highest classification of information processed on Personnel Management Key 
Solution (PMKeyS) is PROTECTED; 

b. Access to an associated workstation is restricted to users with a minimum security 
clearance of Baseline as outlined in the Protective Security Policy Framework (PSPF); 
and 

c. Access to PMKeyS is restricted to users who have a genuine ‘need-to-know’ requirement 
to view PROTECTED data and have been granted formal approval. 

 

Workstation – the term ‘Workstation’ refers not only to a computer unit (including Defence Protective 
Laptop) but to any storage and production media used in conjunction with a unit. This includes remote 
logon via DREAMS, the Home portal and media such as; removable drives for example USB Flash 
drives, separate printers and other storage devices. 

PMKeyS – the term ‘PMKeyS’ includes the PMKeyS portal, Business Application, and Self Service. 
The term extends to Customer Relations Management (CRM) applications, including ComTrack Self 
Service (CSS), which are accessed via the PMKeyS Portal. Where aspects of this document relate to 
the PMKeyS Business Application only, the relevant paragraphs will include the words ‘PMKeyS 
Business Application’. In all other cases this IS-SPP applies to the entire PMKeyS suite. 

PMKeyS Data – the term ‘PMKeyS Data’ refers to data accessed directly through the PMKeyS 
application and/or sourced from PMKeyS reports, extracts and interfaces. The term also refers to data 
that is available through other applications that are automatically or manually loaded with data 
sourced from PMKeyS. 

Human Resource Reporting Applications – this document does not specifically cover the access 
management arrangements for Human Resource Reporting Applications, including Management and 
Analysis Reporting Solution (MARS), Human Resource Metric System (HRMeS) and a data 
integration platform named InfoSphere; the Goals and Objectives of this IS-SPP apply to the Human 
Resource Reporting Applications. For details on access management practices and procedures for 
the Human Resource Reporting Applications, refer to the MARS Website.
 

Defence FOI 700/23/24 
Document 8



PART ONE – GENERAL INFORMATION 
Introduction 

1. ICT Security in the context of PMKeyS concerns the control of data in PMKeyS. Security 
measures are implemented to ensure that data is stored, processed, transferred, and is adequately 
protected according to its sensitivity. The PMKeyS Security Operating Procedures, known as the 
PMKeyS Information System - Security Practices and Procedures (IS-SPP), are designed for a 
system security rating of PROTECTED and apply to the entire PMKeyS software suite. 

2. PMKeyS is hosted on the Defence Protected Network (DPN) and is accessible directly via the 
DPN (including via Defence Protected laptops), through a DREAMS logon to the DPN, the Home 
portal, and through the deployable networks. PMKeyS is hosted on the Defence Protected Network 
(DPN) and is accessible directly via the DPN (including via Defence Protected laptops), through a 
DREAMS logon to the DPN, the Home portal, and through the deployable networks. This IS-SPP 
does not replace the Defence Security Principles Framework (DSPF), that outlines the responsibilities 
of all users’ access to the DPN.Document Relationships 

3. This IS-SPP is referenced to the Australian Government Information Security Manual (ISM), the 
Protective Security Policy Framework (PSPF), the Defence Security Principles Framework (DSPF), and 
the Australian Privacy Principles (APPs) as stated in the Privacy Act 1988. 

4. Detailed instructions on the management of access to PMKeyS are provided on the PMKeyS – 
Access & Password webpage. 

Audience 

5. This IS-SPP is to be read prior to all users being granted access to the PMKeyS Business 
Application and/or the CRM and/or CSS Applications. It is a requirement that the IS-SPP is read and 
acknowledged by all users of PMKeyS. 

Goals 

6. The goals of this IS-SPP are to: 

a. Establish a standard set of security policy practices and procedures to be used by all 
users of PMKeyS; 

b. Reduce the risk of information loss by accidental or intentional disclosure, destruction or 
denial of access; 

c. Maintain the security, privacy, integrity and availability of PMKeyS and the data held in 
PMKeyS; and 

d. Ensure all personnel with access to PMKeyS take responsibility for the data they 
manage and/or use. 

Objectives 

7. To meet these goals, the following objectives must be achieved: 

a. Prevention of unauthorised access, disclosure, modification, manipulation, or deletion of 
PMKeyS data; 

b. Authentication of PMKeyS users; 

c. Establishment of security mechanisms that are flexible and responsive to changes in 
organisational structures and individual responsibilities; 
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d. Provision of means for identifying unauthorised access to PMKeyS and/or data and for 
taking appropriate corrective, preventative or disciplinary action; 

e. Limit the use of PMKeyS to the purposes for which such resources are intended; 

f. Ensure appropriate governance is in place for the security and privacy protection of 
PMKeyS data when accessed through applications and databases other than PMKeyS; 
and 

g. Ensure that the system sponsor and/or delegates and authorised users are aware of 
their respective responsibilities with regards to maintaining the security of the data. 

Scope 

8. This is a ‘living’ document and its contents will be constantly monitored to ensure it is up-to-date 
and relevant. 

9. The practices and procedures contained in this document are to apply to all data created, 
processed, and stored on PMKeyS. 
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PART TWO – PRACTICES AND PROCEDURES 
General 

10. PMKeyS has a security rating of PROTECTED. All users must be cleared to Baseline and have a 
'Need-to-Know' requirement for data to which formal access has been approved. Depending upon the 
level of access requested, users requiring access to data for Protected Identities must have a 
minimum security clearance of Negative Vetting 1. 

Conditions of Access 

11. Before gaining access to the PMKeyS Business Application and/or the CRM application, 
personnel must: 

a. Read and understand this IS-SPP. 

b. Be aware of their responsibilities in using PMKeyS, as detailed in paragraphs 22 – 27 
below. 

c. Be granted as a minimum, a security clearance equal to the classification of Baseline. 
Higher security clearances are required for some levels of PMKeyS access. 

d. Have a ‘Need-to-Know’ requirement to access the data for the purpose of performing 
assigned tasks. 

e. Have been appropriately trained for the required PMKeyS access, and are competent to 
browse and/or transact in PMKeyS. Have completed the Campus courses mandatory for 
PMKeyS access; Australian Privacy Principles eAssessment and Defence One 
Introduction & Reporting. To gain access to the Global Payroll application, the Defence 
One Introduction to Global Payroll Campus course must also be completed. 

f. Request PMKeyS Access via Self Service. This access request method is available to 
users where their Service or Group has mapped PMKeyS access roles to positions, and 
where the user has completed the prerequisite PMKeyS training courses. In cases where 
the PMKeyS roles to position have not been mapped, or access is requested for a CRM 
application, the user and supervisor are to complete Webform AD688 Application for 
PMKeyS Access form. 

g. Access to Protected Identity data can only be granted with the agreement of the relevant 
Protected Identity authorisers. 

12. Supervisors are to ensure that personnel using the Webform AD688: 

a. Applied for the appropriate access required to perform their assigned tasks; 

b. Met mandatory training requirements for the access requested; and 

c. Read and understood this IS-SPP. 

13. Special Authorisation is required before access can be granted to sensitive data including, but 
not limited to; Career Management, Discipline, Human Resource Budgeting, Drugs and Alcohol and 
Professional Development & Training. Additional detail is provided at paragraphs 32 – 33 below. 

Password Management 

14. Access to the PMKeyS portal is given to all ADF and APS personnel upon commencement. 
Access to the PMKeyS portal is only given to contractors where access to the PMKeyS Business 
Application has been authorised.  
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15. PMKeyS identifies individual users by their unique Operator ID and password. For APS and ADF 
users, the Operator ID is the user’s Employee ID. For contractors, the Operator ID is the user’s Other 
Defence Support (ODS) number (date of birth & initials), preceded by the letter C. 

16. Users must change their password during their initial login. The password protects the user’s 
account from unauthorised use. Passwords are classified as ‘Official: Sensitive’ and must not be 
revealed to any other person. 

17. The following policies are to be enforced by PMKeyS on all user passwords: 

a. Users are forced to change passwords every 90 days on the PMKeyS Portal for 
continued access to PMKeyS, Self Service and CRM; 

b. Passwords must be a minimum of fourteen (14) characters in length and a maximum of 
thirty two (32) characters consisting of the following character sets: 

(1) Lowercase alphabetic characters (a-z) 

(2) Uppercase alphabetic characters (A-Z) 

(3) Numeric characters (0-9) 

(4) Special characters (! @ # $ % ^ & * ( ) - _ = + \ | { } [ ]; : ? / . ,  ) 

c. The same password cannot be used in any 30-day password rotation; and 

d. Users will be locked out after three consecutive failed logon attempts. 

18. The PMKeyS Information Technology Security Officer (ITSO) is to be notified if a user’s password 
is compromised, or suspected of being compromised. The PMKeyS ITSO is to log the details and 
initiate action for the compromised password to be changed. 

19. Automated procedures for deletion of access to PMKeyS are documented on the PMKeyS 
website. Refer to the Access Purge Process on the Privacy & Security webpage. 

20. The PMKeyS ITSO is responsible for monitoring and auditing the issuing of Operator IDs and 
passwords to authorised users. For a full description of the duties of the ITSO, refer to Annex A. 

21. Users are required to set up their PMKeyS Portal password reset hint on initial login. Users who 
have forgotten their password (and have not set up a reset hint) or have a locked account are to 
contact the Defence Service Network (DSN) for assistance. Refer to the Password Management 
webpage. 

User Responsibilities 
22. All users must: 

a. Abide by the policies, practices and procedures set out in this document; and 

b. Report at once any attempted or actual breach of security to the PMKeyS ITSO via email 
; and/or 

c. Report any shared or suspected PI data spills by completing an XP188 form  
 

23. It is the responsibility of all users to: 

a. Maintain confidentiality and integrity of information stored on PMKeyS; and 

b. Read and understand the PMKeyS IS-SPP prior to granting access to the PMKeyS , CRM 
and/or CSS Business Applications, or when notified that amendments have been made. 
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24. Supervisors are responsible for ensuring that a user has read, understood and complies with the 
PMKeyS IS-SPP. 

25. No user is to attempt to bypass or defeat the security systems, or attempt to obtain use of 
passwords or privileges issued to another person. 

26. All users must use their own account for specific work-related tasks only. Unauthorised changes 
to, or creation of, PMKeyS accounts is not permitted .Any suspected changes will be investigated as a 
breach. 

27. Prior to granting access to PMKeyS, all users are to be made aware of their responsibilities and 
complete a declaration as acceptance of responsibilities. By signing an AD688 Application for 
PMKeyS Access form, or by accepting the Privacy & Security Acknowledgement when applying for 
PMKeyS access via Self Service, the user acknowledges they have read, understood, and accept the 
terms and conditions set out in this PMKeyS IS-SPP. 

Privileged Users 

28. The administration of PMKeyS permits certain users to hold accounts that enable a greater level 
of functionality than is offered by a standard user account. This includes maintenance personnel, 
security personnel, system administrators, database administrators and users granted privileged 
access as defined by the ISM. Those with privileged access have the same responsibilities under the 
IS-SPP as a standard user. 

29. In accordance with ICT Security advice, privileged access accounts cannot be used via DREAMS 
or a Defence Protected Laptop. Privileged accounts can only be accessed on computers in secure 
Defence establishments using the Defence Protected Network.   

30. Privileged user access are reviewed quarterly for compliance confirmation by the Security Policy 
Audit Requirements Analysis (SPARA) team in People Systems Business Support (PSBS) and/or 
their delegates. An access review can be conducted at any time by the user themselves, or the user’s 
supervisor/manager. 

31. Privileged users are required to maintain a correction log as documented in the Requirements 
webpage. The PMKeyS ITSO and/or their delegates/Business areas may conduct regular audits of 
correction logs to ensure compliance. 

32. Special Authorisers are in place to ensure that personnel requesting access to PMKeyS have: 

a. Requested the appropriate privileged access to adequately perform their assigned tasks; 

b. Undertaken the required PMKeyS training and are competent to transact in PMKeyS;  

c. Read and understood the PMKeyS IS-SPP; and 

d. Understand the Australian Privacy Principles and how they apply to PMKeyS. 

33. Special Authorisers are to ensure they are aware of their respective responsibilities and the 
responsibilities of the users they are authorising with regard to maintaining the security and privacy of 
information. 

System Security Sponsor 
34. The System Security Sponsor (Director PSBS) and/or their delegates are responsible for:  

a. Conducting a review of the PMKeyS IS-SPP to ensure it continues to comply with the 
goals and objectives detailed in Part One (General Information) of this document; 

b. Ensuring the implementation of, and sustained compliance by running monthly and 
quarterly reports, and engaging with customer to justify their requirement for accessing 
PMKeyS and meeting their obligations for security, the PMKeyS IS-SPP; 

c. Resolving information system security issues in consultation with the PMKeyS ITSO; 
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d. Ensuring an ITSO is nominated for the PMKeyS application; 

e. Ensuring that the ITSO and Security Manager carry out their duties in accordance with 
Annex A of this document; and 

f. Ensuring that the current version of the IS-SPP is available for viewing by all users on 
PMKeyS via the Portal logon page, and on the PMKeyS website. 

Access to PMKeyS Sourced Data through other Applications or Databases 

35. PMKeyS data can be provided routinely or adhoc to other Defence and non-Defence applications 
and databases via interface or extract. To ensure appropriate security and privacy protection of the 
PMKeyS sourced data the following needs to occur before data will be provided:  

a. any application or database that will store PMKeyS data must undertake analyse from 
CIOGs ICTSB team and be accredited as reliable and trustworthy. 

b. the owners of the other applications and databases are to put in place Data Management 
Agreements (DMA) and procedures that adhere to Part One of this IS-SPP. 

36. The Directorate of Workforce Information (DWI) is to ensure that a DMA is completed before 
PMKeyS data is provided to other Defence and non-Defence applications and databases. The DWI is 
to ensure that the DMA is distributed and endorsed by other data owners such as the Director of 
PSBS and the other system owner(s) as the recipients of the data. 
 
37. For applications and databases outside Defence, DWI is to ensure that a DMA is completed before 
PMKeyS data is provided to these non-Defence applications and databases.  

38. For Defence applications and databases being provided with PMKeyS data through a PMKeyS 
batch process, PSBS is responsible for ensuring appropriate security management is applied. This is 
required before PSBS signs off the System Change Request, Functional Specification, and User 
Acceptance Testing. 

39. For Defence applications and databases being provided with PMKeyS data through a DWI provided 
extract, DWI is responsible for ensuring appropriate security management is applied. 

Breaches of Security 

40. All breaches of security are to be reported and investigated in accordance with the standards 
contained in ISM and DSPF. Any attempted or actual breach of PMKeyS security is to be reported to 
the PMKeyS ITSO via email ). 

41. Any user who has access to a Defence/Defence Industry domain or inter-domain connection will 
be in breach of security if they: 

a. Attempt to access information and/or resources without the required authorisation, 
clearance, and/or briefing; 

b. Attempt to access information and/or resources, and cannot justify their need for access; 

c. Attempt to circumvent the access mechanisms that have been applied to protect 
information and/or resources; 

d. Attempt to deny functionality of the system to any other person without prior 
authorisation; 

e. Attempt to corrupt information that may be of value to Defence; 

f. Do not take reasonable steps to confirm that the information that they originate will be 
protected; 

g. Extract information from the system and pass it to a person who does not have an 
established ‘Need-to-Know’ requirement, or is not authorised to access that information; 
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h. Attempt to modify information and/or resources without authority; and 

i. Process information that is classified above the level allowed. 

42. The personal information contained within PMKeyS is subject to the Australian Privacy Principles 
(APPs) contained in the Privacy Act 1988. The APPs provide legal direction on the collection, storage, 
use and disclosure of sensitive and personal data. Please refer to the Defence Privacy website for 
further information. 

43. Intended, unauthorised, or inappropriate use or disclosure of personal information contained 
within PMKeyS is an infringement of the Privacy Act 1988. It is also a breach of the Public Service Act 
1999 Part 3, Section 13 (the APS Code of Conduct), and the Defence Force Discipline Act 1982. 
Such breaches may result in corrective action taken under the relevant provisions of the Defence 
Force Discipline Act 1982, or the APS Code of Conduct Procedures. Actions may include: 

a. A reprimand; 

b. Removal from part or all of the PMKeyS application; 

c. Reduction in salary by way of a monetary fine; 

d. Reduction in classification; 

e. Termination of service with the Department of Defence; and 

f. Civil charges. 
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ANNEX A 
Duties of the PMKeyS Information Technology Security Officer (ITSO) 

1. The PMKeyS Information Technology Security Officer is the PMKeyS Security Policy, Audit, and 
Requirements Analysis (SPARA) Team Leader within People Systems Business Support (PSBS). The 
PMKeyS ITSO is responsible to the System Security Sponsor and/or delegate for the following: 

a. Perform administration in support of PMKeyS security and the application of Defence 
security policy and standards; 

(1) Specifically analysing reports, queries or any extracts containing PMKeyS data 
including sensitive information, particularly for Users who have row security. 
(Access to view PI data) 

b. Develop and implement PMKeyS security policy in consultation with PMKeyS 
stakeholders, and communicate with PMKeyS users; 

(1) To exercise caution and be aware that reports will produce PI data unless configured 
to exclude PI units. (Please exclude PI Units’ data when running reports, where 
there is no requirement for PI data output) 

(2) That to share PI data is considered a breach or data spill, as this data cannot be 
viewed without appropriate PI authorisation 

c. Ensuring procedures are in place to grant the appropriate PMKeyS access to personnel 
based upon the business authorised roles to be performed by the users requesting 
access 

d. Perform and analyse quarterly audits of all listed ‘Privileged Users’ 

e. Review and contribute to the relevant PMKeyS security training 

f. Provide an escalation path to enable personnel to bring notice to all suspicious incidents, 
including;  

(1) Investigations of all attempted or actual breaches of security; and 

(2) Investigations of all attempted or actual data spills reported via XP188 forms 

g. Prioritise the investigation of any attempted or actual data spills and implement risk 
management and policy changes to prevent these incidents re-occurring 

h. Maintain a register of reported fraudulent and security breach incidents and forward to 
relevant identified authority as required; and 

i. Act as the liaison between system personnel and assist in identifying and correcting 
security deficiencies. 

Note:  A Deputy PMKeyS ITSO, the SPARA APS 5, has been appointed and is able to perform all of 
the PMKeyS ITSO duties mentioned above in the absence of the Team Leader SPARA ITSO. 
 

Duties of the PMKeyS Information Technology Security Manager (ITSM) 

1. The PMKeyS Information Technology Security Manager is the PSBS Assistant Director of 
Security and Governance (AD S&G) and is responsible for the following aspects of the system 
management in relation to security: 
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a. Management of PMKeyS security policy. 

b. Standards compliance is maintained in accordance with the ISM, DSPF and the Privacy 
Act 1988. 

2. The PMKeyS Information Technology Security Manager is not to be the PMKeyS ITSO. 
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