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FOI Request Security Compliance Service

ICTPA Deed from which WP3 was derived, extracts relating to Security

13.6 Special Terms and Conditions
(a) A special term and condition is a condition that is additional to, or Modifies, the terms and
conditions under this Deed or a Service Tower (Special Term and Condition).

(b) The Commonwealth may, in its absolute discretion, include any number of Special Terms and
Conditions in a Request for Quotation (and the associated Work Order) provided that those terms
and conditions:

(i) are consistent with the Deed Objectives;

(i) do not Modify the liability, indemnity, privacy, security or confidentiality obligations under this
Deed or the relevant Service Tower Terms; and

(iii) do not Modify clause 13 of this Deed.
(c) A Special Term and Condition will only apply where the relevant Special Term and Condition is
specified in a signed Work Order and satisfies the requirements of clause 13.6(b).

19 Government Furnished Facilities

19.1 General

(a) The Commonwealth may permit the Supplier and the Supplier's Personnel access to and use of
GFF for the purpose of carrying out its obligations under a Contract.

(b) The Supplier acknowledges and agrees that any rights that the Commonwealth may grant to the
Supplier and the Supplier's Personnel to occupy and use GFF:
(i) are non-exclusive rights;

(i) are personal rights in contract;

(iii) do not give the Supplier or the Supplier's Personnel any interest or estate in the GFF (whether
equitable or otherwise); and

(iv) do not create the relationship of landlord and tenant between the Supplier and the
Commonwealth.

(c) Where the Commonwealth provides access to any GFF, the Supplier must ensure that it and the
Supplier's Personnel comply with all Commonwealth requirements, directions and Commonwealth
Policies with respect to GFF, including:

(i) policies with respect to work health and safety, sexual and racial discrimination and security; and

(i) induction requirements with respect to GFF.

(d) The Supplier must (and must ensure that the Supplier's Personnel) at all times when accessing or
using GFF:

(i) use GFF in an efficient manner for the sole purpose of providing the Services in accordance with
the relevant Contract;
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(i) keep GFF clean and tidy;
(iii) not do anything that is, or may be, considered by the Commonwealth to be dangerous or
offensive; and

(iv) comply with the requirements of the Commonwealth concerning the storage and removal of
waste and debris.

(e) The Commonwealth may deny or suspend the Supplier's or any Supplier Personnel's access to
any GFF where the Supplier or the Supplier's Personnel do not comply with the provisions of this
clause or any other security and work health and safety obligations under the Deed and the relevant
Contract.

19.4 Security incidents

Without limiting the Supplier's other security obligations under this Deed, the Supplier must:

(a) notify the Commonwealth immediately of any breach or suspected breach of security or
unauthorised entry to, or use of, the GFF or other Commonwealth property during the period that
the Supplier is providing the Services; and

(b) within 24 hours of any incident referred to in clause 19.4(a) occurring, provide the
Commonwealth with a written report of the incident and co-operate with any investigation by the
Commonwealth or Australian Federal or State police.

20 Government Furnished Material

(a) Except as otherwise specified in a Work Order, the Supplier will provide all necessary materials,
equipment and resources for the performance of the Services in accordance with the relevant
Contract.

(b) The Commonwealth will only provide the Supplier with access to materials, equipment, resources
and other GFM where specified in a Work Order or otherwise agreed by the Commonwealth.

(c) The Commonwealth will provide all GFM in accordance with this clause and at the place and
times specified in the Work Order or as otherwise agreed by the Commonwealth.

(d) Unless the Commonwealth advises otherwise, GFM remains the property of the Commonwealth.
The Commonwealth is entitled to identify GFM as the Commonwealth's property and the Supplier
must preserve any means of identification.

(e) On receipt of GFM, the Supplier must:
(i) inspect the GFM for physical damage, any Defects or deficiencies which impact on, or are likely to
impact on, the intended use of the GFM; and

(i) report its satisfaction or dissatisfaction with the GFM in writing to the Commonwealth Contract
Manager within 5 Business Days.

(f) The Supplier must:

(i) take all reasonable care of, and be liable for loss of or damage to, GFM in its care, custody or
control; and

(ii) utilise the GFM in performing the Services with a high degree of professional skill and care and in
accordance with this Deed and the relevant Contract.

(g) The Supplier must return GFM (other than consumable items of GFM) to the Commonwealth as
specified in the relevant Contract or as directed by the Commonwealth Contract Manager.
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(h) The Supplier acknowledges and agrees that the Commonwealth does not give any warranty or
representation about the suitability or fitness of any GFM for any particular use or application.

(i) The Supplier must not without the prior written approval of the Commonwealth Contract
Manager:

(i) use GFM other than for the purposes of providing the Services in accordance with the relevant
Contract;

(i) Modify GFM;
(iii) transfer possession or control of GFM to any other party;
(iv) communicate or divulge GFM to any other party; or

(v) create or allow to be created any security interest, lien, charge, mortgage or encumbrance over
any GFM.

(j) The Supplier must not use GFM other than for a purpose for which the GFM was designed,
manufactured or constructed.

(k) The Commonwealth may notify the Supplier of any Intellectual Property Rights applicable to the
GFM, and the Supplier must not act contrary to the existence of such rights.

(I) The Commonwealth warrants and represents that is has all approvals, rights, title, licences,
interests, permits and property necessary with regards to GFM.2

25 Compliance with Laws and Commonwealth Policies

(a) Without limiting any other obligation under this Deed, the Supplier must ensure that, in the
performance of this Deed or any Contract, it complies with and ensures that the Supplier's Personnel
comply with, the Laws from time to time in force in the State, Territory or other jurisdictions
(including overseas) in which any part of this Deed or any Contract is to be carried out.

(b) The Supplier must comply with, and must ensure that the Supplier's Personnel comply with:
(i) the following Commonwealth Policies of general application, as relevant or applicable to this
Deed, any Contract and the Services:

(A) Conflicts of interest; Gifts, hospitality and sponsorship; Notification of post separation
employment; Management and reporting of unacceptable behaviour; and Incident reporting and
management policies as detailed in the DPPM, DI(G) PERS 25-6, DI(G) PERS 25-7, DI(G) PERS 25-4,
DI(G) PERS 35-3, DI(G) ADMIN 45-2 and DI(G) ADMIN 67-2 and Defence and the Private Sector — An
Ethical Relationship;

(B) Work Health and Safety, Hazardous Substances, Defence Environmental, Ozone Depleting
Substances and Synthetic Greenhouse Gases, Public Interest Disclosure and Workplace Gender
Equality policies as detailed in the DPPM;

(C) Defence and industry policy as detailed in the Defence and Industry Policy Statement and
Australian Industry Capability policy as detailed in the DPPM;

(D) the Defence Security Principles Framework3;

(E) Defence stocktaking policy as detailed in DI(G) LOG 4-3-014;
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(F) Fraud control policy as detailed in DI(G) FIN 12-1;
(G) Information and Communications Technology Manual (ICTMAN); and

(H) Defence Work Health and Safety Manual, Volume 2, Part 5, Chapter 1; and
(ii) any other Commonwealth Policies and specific requirements set out in a Work Order.

40.2 Access by the Commonwealth

For the purpose of the Commonwealth exercising its rights under clauses 39 and this clause 40:
(a) the Commonwealth may, at reasonable times and on giving reasonable notice to the Supplier:
(i) access the premises of the Supplier to the extent necessary to conduct audits;

(i) require the provision by the Supplier or the Supplier's Personnel of records and information in a
data format and storage medium accessible by the Commonwealth; and

(iii) inspect and copy documentation, books and records (including ICTPA Documents) in the custody
or under the control of the Supplier or the Supplier's Personnel;

(b) the Supplier must provide access to its computer hardware and software to the extent necessary
for the Commonwealth to exercise its rights, and provide the Commonwealth with any reasonable
assistance requested by the Commonwealth to use that hardware and software; and

(c) the Commonwealth must:

(i) use reasonable endeavours to ensure that audits performed by the Commonwealth do not
unreasonably disrupt in any material respect the Supplier's performance of its obligations under this
Deed or any Contract or the Supplier's provision of services to other customers; and

(ii) comply with the Supplier's reasonable security policies.

45 Confidentiality

45.6 No reduction in privacy and security obligations
Nothing in this clause 45 derogates from any obligation which either party may have under the
Privacy Act in relation to the protection of Personal Information.

46.3 Safeguarding Commonwealth Data

(a) The Supplier must establish and maintain safeguards against the destruction, unauthorised
disclosure or access, loss or alteration of Commonwealth Data in the possession or control of the
Supplier that:

(i) are no less rigorous than those notified by the Commonwealth to the Supplier or, if the
Commonwealth does not specify any safeguards, no less rigorous than the safeguards that can be
reasonably expected in the provision of services similar to the Services; and

(ii) complies with all Laws, and any procedures or requirements specified by the Commonwealth,
from time to time.

(b) The Supplier agrees that the Commonwealth may, at any time, with reasonable notice, conduct a
security audit of the Supplier's compliance with this clause 46.

46.5 Commonwealth Data Protection Plan
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(a) If specified in a Work Order, the Supplier must develop for approval by the Commonwealth by
the due date specified in the Work Order, a Commonwealth Data Protection Plan (CDPP) that sets
out how the Supplier and the Commonwealth will deal with and discharge their obligations in
respect of Commonwealth Data (including Personal Information) during the provision of the
Services. The CDPP must:

(i) be consistent with the requirements of this Deed and any Contract (including this clause 46 and
clause 47);

(i) be consistent with the requirements of the Privacy Act;
(iii) specifically deal with cybercrime risks, including unauthorised access;
(iv) be consistent with the Defence Security Principles Framework; and

(v) set out the steps and processes that the Supplier and the Commonwealth will follow to protect
Commonwealth Data from unauthorised access, use, misuse, destruction or loss.

(b) The Supplier must comply with the approved CDPP, unless the Commonwealth otherwise agrees
in writing.

47 Commonwealth security

47.1 Security requirements

(a) If the Supplier or Supplier's Personnel require access to any Commonwealth Premises under the
control or responsibility of the Commonwealth, the Supplier must

(i) comply with any security requirements (including those contained in the Defence Security
Principles Framework (DSPF))4 notified to the Supplier by the Commonwealth Deed Manager or
relevant Commonwealth Contract Manager; and

(ii) ensure that the Supplier's Personnel are aware of and comply with the Commonwealth’s security
requirements.

(b) The security classification of the Services will be up to and including the level specified in the
Work Order. The Supplier must:

(i) if required in the Work Order, obtain and maintain membership of the Defence Industry Security
Program (DISP) in accordance with Part 2:42 of the DSPF;

(i) if not required to be a member of the DISP, comply with the classification and protection of
official information requirements of Part 2:30 of the DSPF;

(iii) ensure that all of the required Supplier Personnel (if any) possess a personnel security clearance
of the level specified in the Work Order, and comply with the requirements and procedures of Part
2:20 of the DSPF. The Supplier is responsible for all costs associated with obtaining and maintaining
security clearances for its Personnel; and

(iv) possess the facility accreditation (if any) and ICT system accreditation (if any) specified in the
Work Order and comply with the requirements and procedures of Part 2:4 of the DSPF.

(c) With respect to security classified information, the Supplier must:

(i) ensure that no security classified information furnished or generated under this Deed or any
Contract is released to a third party, including a representative of another country, without prior
written approval of the originator through the Commonwealth Deed Manager or relevant
Commonwealth Contract Manager (as relevant);

(ii) promptly report to the Commonwealth Deed Manager or Commonwealth Contract Manager (as
relevant) any security incident, as defined by the DSPF, including instances in which it is known or
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suspected that security classified information furnished or generated under this Deed or any
Contract has been lost or disclosed to unauthorised parties, including a representative of another
country; and

(iii) ensure that all security classified information transmitted between the parties or a party and a
subcontractor, in Australia, whether generated in Australia or overseas, is subject to the terms of
Part 2:33 of the DSPF.

(d) Where COMSEC material is transmitted in Australia by the Supplier or the Supplier's Personnel,
the Supplier must ensure that:

(i) without limiting clause 47.1(c)(iii), all COMSEC material transmitted between the parties or a
party and a subcontractor in Australia is subject to the special security provisions of Part 2:53 of the
DSPF; and

(i) all security classified information transmitted between the parties or a party and a subcontractor
located overseas whether generated in Australia or by another country must be subject to the laws
of the overseas country regarding the custody and protection of security classified information and
to any bilateral security instrument between Australia and the overseas country.

(e) Where COMSEC material is transmitted overseas by the Supplier or the Supplier's Personnel, the
Supplier must ensure that:

(i) all COMSEC material transmitted between the parties or a party and subcontractor located
overseas must be subject to approval in the first instance by the Director Australian Signals
Directorate (ASD), in respect of Australian COMSEC material, and by the respective COMSEC
authorities in other countries in respect of COMSEC material originating from those countries; and
(ii) once approved for release, the material must be subject to the laws of the overseas country
regarding the custody and protection of COMSEC material as determined by the Director ASD and to
any bilateral security instrument between Australia and the overseas country.

(f) The Supplier must ensure the requirements of clause 47 are included in all subcontracts where
the subcontractor requires access to any Commonwealth Premises, or to security classified
information, in order to perform the obligations of the subcontract.

47.2 Access to the Commonwealth's Premises, systems and files

(a) Without limiting any other obligation under this Deed or any Contract, the Supplier must ensure
that:

(i) direct or indirect access to the Commonwealth's Premises, software, hardware, systems and files
is:

(A) not facilitated by the Supplier, other than in accordance with this Deed or the relevant Contract;

(B) absolutely restricted to those Personnel of the Supplier who have been approved by the
Commonwealth and who have a need for such access;

(C) not for the Supplier, the Supplier's Personnel or any third party's personal gain, use or benefit;
and

(D) limited to the minimum access necessary to enable the Supplier to comply with its obligations
under this Deed and the relevant Contract; and

(i) any access by the Supplier or the Supplier's Personnel to the Commonwealth's Premises,
software, hardware, systems and files:

(A) is clearly recorded with full details of the access, including the name of the Supplier's Personnel
and the date of his or her access; and
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(B) complies with the requirements set out in the relevant Contract or as reasonably required by the
Commonwealth.

(b) Unless otherwise specified in a Work Order, the Supplier is:

(i) only permitted to remotely access the Commonwealth's development and test environments; and

(ii) not permitted to remotely access any of the Commonwealth's production environments.

(c) Where the Supplier is permitted to remotely access the Commonwealth's production
environment, the Supplier must ensure that it complies with all privacy, security and confidentiality
obligations under this Deed and the relevant Contract.

(d) The Supplier must (having due regard for the security concerns inherent in remote access and
the Commonwealth's security policies) take appropriate action and maintain appropriate protocols
to satisfy its obligations under this Deed and any Contract for the protection and security of all data
provided in connection with this Deed or any Contract, including the Commonwealth's Confidential
Information, Commonwealth Data, and Personal Information.

47.3 Notification of security and cyber incidents

(a) If the Supplier becomes aware of any actual or suspected:

(i) action taken through the use of computer networks that result in an actual or potentially adverse
effect on the Supplier's information system and/or Commonwealth Data residing on that system
(Cyber Incident); or

(ii) other security incident or security breach (including any unauthorised access, use, misuse,
damage or destruction of Commonwealth Data, Commonwealth Confidential Information or
Personal Information) (Other Incident),

the Supplier must:
(iii) notify the Commonwealth immediately (and no longer than 12 hours after becoming aware of
the Cyber Incident or Other Incident);

(iv) comply with any directions issued by the Commonwealth in connection with the Cyber Incident
or Other Incident, including in relation to:

(A) notifying the Australian Cyber Security Centre, or any other relevant body, as required by the
Commonwealth;

(B) obtaining evidence about how, when and by whom the Supplier's information system and/or the
Commonwealth Data has or may have been compromised, providing it to the Commonwealth on
request, and preserving and protecting that evidence for a period of up to 12 months;

(C) implementing any mitigation strategies to reduce the impact of the Cyber Incident or Other
Incident or the likelihood or impact of any future similar incident; and

(D) preserving and protecting Commonwealth Data (including as necessary reverting to any backup
or alternative site or taking other action to recover Commonwealth Data).

(b) The Supplier must ensure that:
(i) all subcontracts and other supply chain arrangements, which may allow or cause access to
Commonwealth Data, contain no provisions that are inconsistent with clauses 46 and 47; and

(ii) all Supplier Personnel (including to avoid doubt, all subcontractors) who have access to
Commonwealth Data comply with clauses 46 and 47.

(c) The Supplier acknowledges that if any Supplier Personnel loses their security clearance or causes
a security breach, the Commonwealth may:

(i) after consultation with the Supplier, require the replacement of such Supplier Personnel; or
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(ii) immediately terminate the relevant Contract.

47.4 Supplier's responsibility to prevent Harmful Code

The Supplier must take reasonable steps to detect and prevent any Harmful Code from being
introduced by the Supplier into (or sent from) any Deliverables, or the Commonwealth's systems,
including by:

(a) use of the most appropriate and up-to-date virus detection software for preventing and detecting
Harmful Code;

(b) implementing practices and procedures that are consistent with industry best practice;
(c) pro-actively monitoring known threats of Harmful Code; and

(d) informing the Commonwealth of any Harmful Code and the steps necessary to avoid the
introduction of Harmful Code.

47.5 Procedure if Harmful Code is found

(a) If the Supplier becomes aware that any Harmful Code has been introduced into any Deliverables
or the Commonwealth's systems, the Supplier must:

(i) notify the Commonwealth immediately;

(i) provide all information reasonably requested by the Commonwealth in relation to the Harmful
Code, its manner of introduction and the effect the Harmful Code has had or is likely to have;

(iii) take all necessary remedial action to:
(A) eliminate the Harmful Code and prevent its re-occurrence; and

(B) rectify any consequences of the Harmful Code (to the extent that they are capable of
rectification);

(iv) if the Harmful Code causes a loss of data or loss of operational efficiency, assist the
Commonwealth to mitigate the losses and restore the efficiency and/or data;

(v) retain evidence and logs regarding the incident to help in determining the cause, damage and
likely source; and

(vi) ensure that sufficient Supplier resources and technology are available to meet its obligations
under this clause.

(b) Subject to clause 47.5(d), the Supplier must perform its obligations under this clause at no
additional cost to the Commonwealth.

(c) To the extent that the Harmful Code was introduced by the Supplier or the Supplier's Personnel,
the Supplier must pay the costs and expenses incurred by the Commonwealth in connection with the
activities set out in clauses 47.5(a)(i) to 47.5(a)(vi).

(d) If Harmful Code was introduced by the Commonwealth or a third party and the Supplier incurs
costs and expenses in connection with the activities set out in clauses 47.5(a)(i) to 47.5(a)(vi), the
parties will, in good faith, agree the reasonable amount of costs and expenses that the
Commonwealth will reimburse to the Supplier for the performance of these activities. To avoid
doubt, the Supplier's immediate priority must be to conduct, or assist the Commonwealth to
conduct, the remedial activities contemplated in clauses 47.5(a)(i) to 47.5(a)(vi).
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51.2 Limitation of liability

(a) Subject to clause 51.2(b), the liability of each party arising in connection with any Contract is
limited to:

(i) the amount specified in the Work Order; or

(ii) if the Supplier is a member of a scheme approved under the Professional Standards Legislation
that limits the Supplier's liability, the amount limited by that relevant scheme.

(b) Any limitation of liability under clause 51.2(a) does not apply in relation to liability for any:

(i) personal injury (including sickness and death);

(i) loss of, or damage to, tangible property;
(iii) infringement of Intellectual Property Rights or Moral Rights;

(iv) breach of the Supplier's or the Supplier's Personnel's obligations relating to security, privacy and
the protection of Confidential Information, Personal Information or Commonwealth Data;

(v) fraudulent, unlawful or wilfully wrong act or omission of the Supplier or the Supplier's Personnel;
and

(vi) where the Supplier is a member of a scheme approved under the Professional Standards
Legislation, any liability that is not limited by the relevant Professional Standards Legislation.

(c) Unless specified otherwise in the Work Order, the limitation of liability specified in clause 51.2(a)
applies in respect of each single occurrence or a series of related occurrences arising from a single
cause.

59 Indemnities

59.1 Requirement to indemnify

The Supplier indemnifies the Commonwealth and its Personnel against any Losses sustained or
incurred by the Commonwealth and its Personnel as a result of a Claim made or threatened by a
third party arising out of or in connection with:

(a) any act or omission of the Supplier or the Supplier's Personnel that causes:

(i) personal injury (including sickness and death) to any person;

(i) loss of, or damage to, tangible property;
(b) any fraudulent, negligent, unlawful or wilfully wrong act or omission of the Supplier or the

Supplier's Personnel;

(c) a breach of the Supplier's or the Supplier's Personnel's obligations relating to security, privacy
and the protection of Confidential Information, Personal Information or Commonwealth Data; and

(d) an allegation that any Services or Deliverables (including the use of any Services or Deliverables)
infringes the Intellectual Property Rights or Moral Rights of the third party,
Deed of Standing Offer 83 PREFERRED TENDERER VERSION

that arises in connection with this Deed or any Contract.

61.3 Breach of a material provision
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Without limitation, for the purposes of clauses 61.1(a) and 61.2(a), each of the following constitutes
a breach of a material provision:

(a) a breach of warranty under clause 15 (Warranties);

(b) a failure to comply with clause 30 (Work health and safety);

(c) a failure to comply with clause 32 (Supplier's Personnel);

(d) a failure to comply with clause 41 (Intellectual Property);

(e) a failure to comply with clause 42 (Moral rights);

(f) a failure to comply with clause 44 (Protection of Personal Information);

(g) a failure to comply with clause 45 (Confidentiality);

(h) a failure to comply with clause 46 (Commonwealth Data);

(i) a failure to comply with clause 47 (Commonwealth security);

(j) a failure to notify the Customer of a conflict of interest under clause 54 (Conflict of interest);

(k) a failure to comply with clause 58 (Insurance); and

(1) a failure to comply with clause 66.8 (Assignment and novation).

66.9 Survival

Any provision of this Deed or any Contract (including, to avoid doubt, any Special Terms and
Conditions or Service Tower Terms) which expressly or by implication is intended to survive the
termination or expiry of this Deed or any Contract will survive such termination or expiry, including:
(a) clause 30 (Work health and safety);

(b) clause 32.6(h) (Subcontractors);

(c) clause 35 (Post Commonwealth separation employment);

(d) clause 39 (Books and record keeping);

(e) clause 40 (Audit and access);

(f) clause 41 (Intellectual Property);

(g) clause 42 (Moral rights);

(h) clause 43 (Escrow);

(i) clause 44 (Protection of Personal Information);

(j) clause 45 (Confidentiality);
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(k) clause 46 (Commonwealth Data);

(1) clause 47 (Commonwealth security);

(m) clause 48 (Public statements and announcements);
(n) clause 51 (Liability);

(o) clause 57 (Guarantees and security);

(p) clause 58 (Insurance), as it relates to professional indemnity insurance or errors and omissions
insurance;

(g) clause 59 (Indemnities);

(r) clause 60 (Dispute resolution);

(s) clause 63 (Consequences of expiry or termination);

(t) clause 64 (Right of the Commonwealth to recover money);
(u) clause 65 (Transition-out-Obligations); and

(v) this clause 66.9 (Survival).
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Deed Glossary

a test carried out to determine whether a

Test Deliverable or a Modification to a Deliverable
meets the relevant Acceptance Criteria, and
may include (as applicable) User Acceptance
Testing, unit testing, implementation testing,
End-To-End Testing, security testing,
regression testing and other acceptance
testing.
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WP3 Statement of Work extracts relating to Security.

2.1 General

2.1.1 The Supplier shall provide all activities and tasks related to the lifecycle support and
management of the applications, including:

a) Sustainment services for the provision of on-going, in-service support and maintenance of
applications, such as:

(i) Maintenance, support and management;

(ii) Design and configuration;

(iii) Development, upgrade and Minor Enhancements;

(iv) Documentation, communication, consultancy, stakeholder engagement ITSM; and

(v) Security accreditation and maintenance, configuration, Australian Government Information

Security Manual (ISM) and audit compliance;

2.8 Other Services

2.8.1 The Supplier may be required to provide Other Services at the request of Defence. These
Other Services may include:

a) Business support, for example developing business work procedures and work instructions;

b) Strategic program support, for example assisting in identifying and managing the impacts of
other Defence projects or initiatives;

c) Specialist assurance or advice, for example providing familiarisation with available
functionality and its utilisation; and

d) Extension of services to out of scope applications, for example conducting interface activities
to other Defence applications not already specified.

e) Provision of support to the Commonwealth in security, financial and quality assurance audits
concerning all delivered services, data, documents and processes, including the implementation of
audit findings; and

f) Conducting interface activities to other Commonwealth applications not already specified.

3.2 Application Sustainment

3.2.7 Security management, including but not limited to:

a) Service design;
b) Security control implementation;
c) Security validation for in-scope services;

Page 13 of 23



d)

e)

3.2.18

Defence FOI 636/22/23
Iltem 2 Document 1
[OFFICIAL]

Investigation of security occurrences for in-scope services; and

Security review and reporting.

Conduct or coordinate Application Administration, including but not limited to:
General systems administration and configuration settings;

Server operation and administration support and coordination;

Database administration;

Middleware administration and configuration settings;

Interface (connection) maintenance;

Performance analysis and tuning measures;

Application security;

Archive administration; and

Interface control and administration.

3.3 Application Development

3.2.19
a)
b)
c)
d)
e)
f)
g
h)
i)
j)

3.3.8
a)

b)

Conduct Application-Specific Services, including but not limited to:
Batch-input session monitoring and administration;

Data load management;

Monitor upload jobs including restarts;

Early watch alerts monitoring;

Batch processing monitoring;

Custom Code Management;

Manage Source Code Security;

Security logs and extracts as required;

Maintain Security accreditation; and

Documentation maintenance, as required.

Integration test, including but not limited to:
Integration test execution;
Integration test, technical,;

Integration test, functional;
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d) Integration test, security (for changes deemed to have a potential security impact);
e) Integration test, regression; and
f) Integration test exception management.

3.3.5 Technical requirements, including but not limited to:
a) Detailed tech requirement specification; and

b) Security impact review.

4.1. Outcomes Framework (Part A — Process Outcomes — E1 Outcomes Framework)

4.2 Design Services

4.4 Operational Services
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5.3 Service Attributes
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9.8 Resources

9.8.1 The Supplier shall provide resources with appropriate skillsets, Security Clearances 7,
product and technology knowledge, and experience to deliver the Services.

9.8.2 The Supplier warrants that Core Personnel, Specified Personnel, and Additional Personnel
are used in the performance of service.

9.8.3 Resources to manage or oversee delivery of the Services are be identified as ‘Core
Personnel’ in Section 9.9.

9.8.4 Specified skills and resources that are required for the day to day delivery of Sustainment
Services and Minor Enhancements are be identified as ‘Specified Personnel’ in Section 9.10.

9.8.5 Additional skillsets to those provided in sections 11.3 and 11.4 that may be used to deliver
Other Services are identified as ‘Additional Personnel’ and as a catalogue of priced SFIA Skills and
Levels in Section 9.11.

9.8.6 For the avoidance of doubt, all resources required to deliver the Services (including Core,
Specified and Additional Personnel) must be covered by the Fixed Price Monthly Sustainment Prices.
The purpose of provided the resource roles and SFIA Skills and Levels is to assist with costing
transparency and a price basis for any Other Services.

Foot Note:

7 Standard security requirements are defined in the Work Order and non-standard requirements
are defined for individual capabilities in Annexure A.

SATE(d)
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MSP Change Requests that have been raised relating security patching or system updates
(relevant to FOI request)

CHM-1717406-DPE -
CHM-1806065-DPE

CHM-1867982-DPE -
CHM-1995194-DPE -
CHM-2081471-DPE -
CHM-2159904-DPE -
CHM-2175081-DPE -
CHM-2218635-DPE -
CHM-2303839-DPE -
CHM-2405882-DPE -

Confirmed via DSMS
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Introduction
Background
1. The Defence Security Operations Centre (DSOC) conducted a security assessment

of the Personnel Management Key Solution (PMKeyS) Application, as hosted on the Defence
One Technical Upgrade (D1TU) Project’s User Acceptance Testing (UAT) environment,
from 24 Feb — 13 May 2021.

2. PMKeysS is Defence’s core information system for personnel management, and the
authoritative management record for all Defence personnel, including civilian staff. It utilises
Oracle PeopleSoft application solutions for most of its business logic and underlying
architecture. The PMKeyS Application is situated in the Defence Protected Environment for
use via the Defence Protected Network (DPN), though a small portion of its functionality is
accessible via the PMKeyS Home Portal, and accessible via the Internet-accessible Defence
Online Service Domain (DOSD).

Scope
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Methodology

Engagement

Vulnerability Assessment Tool Suite

Information Security Manual

10. The Australian Cyber Security Centre (ACSC) Information Security Manual (ISM)
at Reference A was used to determine risk-managed protection of information and systems
from cyber threats posed by the issues and vulnerabilities identified in this report. The ISM is
an industry standard guide that helps organisation use their risk management framework to

protect information and systems from cyber threats.
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Conclusion

15. The DSOC deployed CSAT-47 to conduct a security assessment of the recently
upgraded PMKeysS application, in order to confirm the remediation of findings identified
during the D1R1a assessment, performed in 2017 by a third party, and to identify any new
findings.

17. Details of adverse technical findings are detailed in Annex A, as well as
recommendations to support remediation of identified vulnerabilities.

SO1 - Information and Cyber Security
Defence Security Operations Centre
DSOC.Ops@defence.gov.au

Annex:
A: Detailed Technical Findings
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ANNEX ATO
CSAT 47 - D1TU - PMKEYS SECURITY ASSESSMENT
DATED MAY 2021

Detailed Technical Findings

1. The following tables provide detailed information on each of the findings from the
DSOC'’s security assessment against the PMKeysS system, as implemented in the D1TU UAT
environment.

a. CVSS — Common Vulnerability Scoring System (Ref B) — this is the determined
severity of the issue or vulnerability identified.

b. Current Observation — this describes DSOC’s observations of the issue or
vulnerability as of the date of assessment.

C. Technical Cyber Threat Framework (Ref C) — identifies where an identified issue
or vulnerability can be used by an adversary in a targeted attack.

d. Consequence — describes how the issue or vulnerability could be leveraged by an
adversary.
e. Recommendation — course(s) of action that is recommended by DSOC to remediate

or mitigate the identified issue or vulnerability.

f. ISM Controls — details the relevant ISM controls to the vulnerability or issue
identified, IAW Ref A.
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Defence Security Principles Framework (DSPF)

ICT Certification and Accreditation

Control Owner

1. The Information Technology Security Advisor (ITSA) is the owner of this
enterprise wide control.

Control 23.1 PAGE 1
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Process
Accreditation Requirements
2. All Defence ICT systems must be accredited prior to processing, storing or
communicating Official information.
3. ICT systems are to be reaccredited when one or more of the following
conditions are met:
a. Commonwealth or Defence policy changes;
b. new or emerging threats to systems are detected;
C. security measures are not operating as effectively as planned;
d. a cyber security incident occurs;
e. changes to the certified system architecture occur;
f. changes to the system risk profile occur;
g. the system extends outside the accreditation boundary;
h. the physical environment in which the system is installed changes; and

i. the system’s accreditation expires.
Certification and Accreditation Appointments

4. Refer to Annex A of this Control for the key Governance and Functional
appointments in the certification and accreditation process. The Annex also identifies
the Certification and Accreditation Authorities for each Group or Service.

Certification and Accreditation (C&A) Process

5. Annex B of this Control demonstrates the C&A process and this should be
read in conjunction with the Roles and Responsibilities outlined below.

6. If an external Certification Consultant (CC) is required to complete an
assessment, they are to be approved by the ITSA or a delegated representative prior
to conducting the certification. Failure to do so may render the certification void.

7. When conducting any assessment and/or certification activity for Defence,
the Certification Consultant is to follow the Defence Certification and Accreditation
Process. Refer to Annex B of this Control.

8. Prior to commencing an assessment, CC must be formally appointed (in
writing) by a Certification Authority (CA) or delegated representative.

Control 23.1 PAGE 3
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Cyber Security Executive
12. Where the AA chooses to delegate the responsibility of risk acceptance, the

CSE must only accept risks up to and including HIGH.
Cyber Security Adviser

13. Where the AA chooses to delegate the responsibility of risk acceptance, the
CSA may only accept risks up to and including MODERATE.

Certification Consultant

14. A CC is responsible for:

a. providing advice and guidance to the system owner on the assessment
process;
b. providing advice and guidance throughout all phases of the system

development, on mitigation strategies and controls to effectively reduce risk
within an acceptable risk tolerance;

C. maintaining independence throughout the assessment process;

d. conducting a Security Risk Assessment against current security policy and
standards to assess residual risk and address any specific requirements of
the CA;

e. providing a Certification Report to the CA which articulates the risks(s) and
recommendation(s); and

f. maintaining evidence of activities conducted during a Certification
Assessment.

System Owner

15. A System Owner (SO) is responsible for:

a. obtaining and maintaining accreditation of their systems in accordance with
the above;

b. assessing the system’s Business Impact Level (BIL);

C. determining Protective markings for information and assets for their systems;

d. developing relevant security artefacts for their system; and

e. maintaining independence from the AA.

Control 23.1 PAGE 6
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Defence Security Principles Framework

Positions and Appointments
Functional Positions
16. Accreditation Authorities:

a. Capability Managers (generally the Group Head or Service Chief) are to act
as the Accreditation Authority for their respective Group/Service. They may
choose to delegate risk acceptance to their CSE or CSA but must retain the
accountability for accreditation. A CSE or CSA must only accept risk to the
level outlined under the CSE/CSA roles outlined above. Annex A is a list of
functional positions and appointments within Defence relating to C&A.

17. Certification Authorities:

a. ICT Security Branch provides the majority of certification services for
Defence SECRET and below systems, with the Assistant Secretary ICT
Security (ASICTS) fulfilling the role of CA. Should a Group or Service wish to
conduct certification activities for systems within their portfolio, a governance
and management structure must be developed and demonstrated prior to a
CA being appointed.

b. The Defence ITSA on behalf of the CISO is the only position in Defence
authorised to approve the designation of a CA.

C. A list of approved Certification Authorities is at Annex A.

Governance Positions

18. Information Technology Security Adviser (ITSA):

a. The ITSA is responsible for:
(1) managing and reporting on certification activities across Defence; and
(2) endorsing CAs and CCs.

19. Chief Information Security Officer (CISO):

a. the CISO is responsible for managing and reporting on accreditation activities
across Defence.

Key Definitions

20. Certification: Certification is the process of identifying, assessing and
reporting on the risk that an ICT system presents to an information environment.

Control 23.1 PAGE 7
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21. Accreditation: Accreditation is the procedure by which an authoritative body
(Accreditation Authority) gives formal recognition, approval and acceptance of the
risk(s) to an ICT system.

22. Provisional ICT Accreditation: Provisional ICT Accreditation (PICTA) is a
type of accreditation issued where the Accreditation Authority has requested further
controls and/or risk mitigation activities to be undertaken during the provisional
accreditation period.

Further Definitions

23. Definitions for common Defence administrative terms can be found on the
Defence Instruction — Administrative Policy.

Annexes and Attachments

Annex A — Certification and Accreditation Appointments
Annex B — Defence Certification and Accreditation Process
Document administration

Identification

DSPF Control ICT Certification and Accreditation
Control Owner Information Technology Security Adviser
DSPF Number Control 23.1

Version 2

Publication date 31 July 2020

Type of control Enterprise Wide

Releasable to Defence and Defence Industry

General Principle | ICT Certification and Accreditation
and Expected
Outcomes

Related DSPF N/A
Control(s)

Version control

Note: A new row is added for each version to show the version history of this
document.

Version | Date Author Description of changes
1 2 July 2018 ITSA Launch
Control 23.1 PAGE 8
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2 31 July 2020 AS SPS Protective Marking update to align with
PSPF; update of language to reflect Defence
Admin Policy
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Subject: DSOC - D1TU PMKeysS Security Assessment - Final Report m—

PROTECTED

Good Afternoon,

DSOC has produced the final Security Assessment report for the Defence One Technical Upgrade project’s PMKeyS
Application, see attached.

Kind Regards,

SATE(d)

Team Lead — Cyber Readiness Team C — Assessments
Defence Security Operations Centre

ICT Security Branch | ICT Operations Division
Chief Information Officer Group | Department of Defence
S47E(d)

| HMAS Harman | Canberra ACT
S47E(d) . S4TE(d)

“High Performance, Teamwork and Respect”

IMPORTANT: This email remains the property of the Department of Defence. Unauthorised communication and

dealing with the information in the email may be a serious criminal offence. If you have received this email in error,
you are requested to contact the sender and delete the email immediately.





