
The document you are trying to load requires Adobe Reader 8 or higher. You may not have the 
Adobe Reader installed or your viewing environment may not be properly configured to use 
Adobe Reader. 
  
For information on how to install Adobe Reader and configure your viewing environment please 
see  http://www.adobe.com/go/pdf_forms_configure.


.\images\Portrait\bannerLogo2.jpg
.\images\Portrait\bannerSwirlTop.jpg
.\images\Portrait\bannerSwirlBot.jpg
Defence Industry Security Program (DISP) Application
Defending Australia and its National Interests
www.defence.gov.au
C:\Desktop\Templates\Boiler plate images\Australia.png
 - Page  of 
Click the classification text below to change the classification of this form
Defending Australia and its National Interests
www.defence.gov.au
C:\Desktop\Templates\Boiler plate images\Australia.png
 - Page  of 
STOP! Incorrect Adobe Reader/Acrobat version
You are currently using an unsupported version of Acrobat or Reader. Version 10 or above is required.
If you are currently on the DRN please click here for more information.  Otherwise go to www.adobe.com and install the latest version of Adobe Reader.
STOP! Javascript is not enabled
This form requires javascript to be enabled in order to complete, save and submit the form.  To proceed, please enable javascript in your browser and then reload this form.
Designer note: Cyber section, show/hide logic is within local subCorrespondDefenceUse radio button groups.
Instructions
This form must be completed by an individual with the authority to make assurances regarding the Industry Entity’s (Entity) security practices. The Department of Defence (Defence) recommends the DISP application form be completed by the Entity’s Security Officer (SO) and approved by the Chief Security Officer (CSO).
The DISP application process undertakes a risk based assessment on your Entity’s eligibility and suitability to obtain DISP membership. In order to process your DISP application and make a determination, Defence may share your personal information with other relevant Australian Government agencies.
Fields marked with * are mandatory, and must be completed before signing and submission.
Definitions
Industry Entity: An Entity (such as a sole trader, partnership, trust, company or university) that is registered as an Australian business and is located within the territory of Australia.
Chief Security Officer: The CSO must be an Australian citizen and be able to maintain a Personnel Security Clearance at the Baseline level or above. The CSO is responsible for oversight of, and responsibility for, security arrangements and championing a security culture in the Entity. The CSO must be a member of the Entity’s board of directors (or similar governing body), executive personnel, general partner, or senior management official with the ability to implement policy and direct resources.
Security Officer: The SO must be an Australian citizen and be able to obtain and maintain a Personnel Security Clearance at the Baseline level or above, as appropriate with the Entity’s level of DISP membership. The SO must complete the Introduction to DISP training course and for Level 1 and above, the SO training course (this must be refreshed every three years). The SO is responsible for:
a.
the development and application of security policies and plans within each establishment
b.
ensuring sensitive and classified materials entrusted to the Entity are safeguarded at all times
c.
maintaining the Designated Security Assessed Position (DSAP) list (Level 1 and above), which is to be made available to Defence Security and Vetting Service (DS&VS) at their request
d.
the management of Personnel Security Clearance requests
e.
reporting change of circumstances and vulnerabilities of clearance holders
f.
facilitating annual security awareness training for personnel
g.
reporting security and fraud incidents, and contact reports, in accordance with Defence policy
h.
yearly assurance activities to support the CSO.
Work: For the purpose of this application, ‘work’ includes building, maintaining, or conducting work out of a facility.
Certification: A formal assurance process resulting in a statement (certification report) that outlines the extent to which a facility conforms to controls for the required Security Zone, and as required by the Defence Security Principles Framework (DSPF). 
Accreditation: The process by which an authoritative body gives formal recognition that required security standards have been satisfied and, where applicable, associated residual risks have been accepted by a facility and/or asset owner for the operation of a facility. The outcome of the accreditation process is an authority to operate for a particular facility and/or asset.
Membership level
What governance level do you wish to apply for? * (Note: Governance level must be equal to the highest other level selected)
What personnel level do you wish to apply for? *
What physical level do you wish to apply for? *
What ICT / Cyber level do you wish to apply for? *
Eligibility
Is your Entity a registered business in Australia? *
Is your Entity financially solvent? *
'Solvency’ is defined in s 95A(1) of the Corporations Act 2001 as the ability to pay all debts as and when they become due and payable.
Do you agree that your Entity does not currently have a relationship, and will not enter into any new relationships, with any listed terrorist organisations. *
Do you agree that your Entity does not have a relationship, and will not enter into any new relationships, with any regime subject to Australian sanctions laws, including the United Nations Security Council sanctions regimes and Australian autonomous sanctions regimes? *
Do you agree that your Entity does not currently have a relationship, and will not enter into any new relationships, with persons and/or entities on the Department of Foreign Affairs and Trade’s Consolidated List? *
The Consolidated List includes all persons and entities to which the Charter of the United Nations Act 1945 and the Autonomous Sanctions Act 2011 currently applies. This follows the transition of Australia's targeted financial sanctions from the Banking (Foreign Exchange) Regulations 1959 to the Autonomous Sanctions Regulations 2011.
Does your Entity have a designated officer who can fulfil the role of a CSO? *
Does your Entity have a designated officer who can fulfil the role of a SO? *
Entity details
Your Entity’s registered ASIC address
Does your Entity's postal address differ from its registered ASIC address? *
Your Entity’s postal address
Detail the goods and services your Entity offers that Defence would be interested in. *
As a member of the DISP you are required to establish an email in the format "DISP@insertbusinessname.xxx" (different domain names will be accepted). This email will be used as the primary means of communication for all DISP related correspondence.
Chief Security Officer (CSO) details
Is the CSO an Australian citizen? *
Does the CSO hold a current security clearance? *
As part of the DISP application, Defence will sponsor the CSO for a Baseline clearance. If a higher clearance is required, indicate the required clearance below.
I acknowledge that my Entity is responsible for the cost of the CSO’s security clearance and that the cost of the clearance will be charged to the ABN or ACN provided. *
Security Officer (SO) details
SO 
Is the SO an Australian citizen? *
Does the SO hold a current security clearance? *
As part of the DISP application, Defence will sponsor the SO for a Baseline clearance. If a higher clearance is required, indicate the required clearance below.
I acknowledge that my Entity is responsible for the cost of the SO’s security clearance and that the cost of the clearance will be charged to the ABN or ACN provided. *
Security Officer training
SO 
At least one SO is required to have successfully completed the Security Officer Training Course within the last three years.
Has the SO completed the Security Officer Training Course within this timeframe? *
If possible, attach evidence of completion.
Does the SO have a Campus Anywhere account or access to the Defence Protected Network? *
Defence will arrange a Campus Anywhere account be created for your SO.
Defence will contact the SO to arrange a time to attend the next available Security Officer Training Course in their area.
Current Defence contracts
Does your Entity have any current contracts requiring DISP membership? *
Provide the details for each contract.
Contract 
Does this contract require your Entity to hold or store any sensitive and/or classified information or assets at your own facilities or your own networks? *
Are you a subcontractor of this project? *
Does this contract require your personnel to conduct work on a Defence facility? *
Address of the Defence facility
Does this contract require your Entity to have access to Defence Remote Electronic Access & Mobility Service (DREAMS)? *
Does this contract require Defence ICT networks or equipment be installed at your premises? *
Does your Entity sit on a standing Defence Panel? *
Provide the details for each panel.
Panel 
Governance - Security policy and plans
All applicants are required to have the security governance documents, outlined below, in place before DISP membership will be granted. Templates can be found on the DISP website.
My Entity has current security policies and plans which will be maintained, and will be made available to Defence upon
request. *
My Entity will conduct regular security risk assessments, and will make these available to Defence upon request. *
My Entity has an annual Security Awareness Training program, appropriate for the applied level of DISP membership, in place for all staff to complete, and will make this available to Defence upon request. *
My business has an Insider Threat Awareness program, appropriate for our level of DISP membership, in place, and will make this available to Defence upon request. *
Our nominated CSO and SO(s) commit to their DISP reporting obligations. This includes maintaining a register of security incident reports, contact reports and overseas travel briefings, and will to make this register available to Defence upon request. *
My Entity has a mechanism for the governing body, through the CSO, to approve the Annual Security Report and will submit this annually from the date DISP membership is granted. *
Applicable for Entities applying for Level 1 Personnel Security or above, I confirm that my Entity maintains a list of Designated Security Assessed Positions, and will make this available to Defence upon request. *
It is recommended that all DISP members subscribe to the Australian Security Intelligence Organisation's (ASIO) Outreach program       , and the Australian Cyber Security Centre's (ACSC) Partnership program       .
ASIO Outreach provides security information via a number of means including a subscriber-controlled website, ASIO-hosted briefings, face-to-face engagements, and participation in joint government and industry forums. All these mechanisms are aimed at providing risk management decision-makers within government and industry with the most current security intelligence and protective security advice. More information can be found at https://www.outreach.asio.gov.au/.
ACSC Partnership engages with partners across the whole of the Australian economy to increase their cyber resilience and to share situational awareness. Organisations who become ACSC partners can access timely alerts and advisories, rapidly share insights, and increasingly work together to solve common challenges. More information can be found at 
https://www.cyber.gov.au/programs/become-an-acsc-partner
I confirm that my Entity is aware of these security partnership programs and will assess their suitability for my business needs. *
By applying for DISP membership, I acknowledge that I may be subject to audits and other assurance activities, conducted by Defence or a Third Party nominated by Defence, including against the ICT standard I nominated, and that I agree to provide Defence or a Third Party nominated by Defence access to facilities, personnel, and relevant artefacts for the purpose of the audit or assurance activities. *
Personnel security
From the time of application for DISP membership, all future business employment practices will meet or exceed the minimum requirements of the AS 4811-2006, and will be made available to Defence upon request. *
This Standard has been developed to form a basis for industry or organizational specific screening policies and procedures. The Standard can be purchased from Standards Australia.
Our SO(s) agrees to support our Entity’s security clearance holders to uphold their clearance and compartment responsibilities. This includes but is not limited to: submitting change of circumstances forms, incident reports, contact reports and conducting overseas travel briefings. *
Physical security
List the physical addresses of all your Entity’s facilities, including any located outside of Australia.
Facility 
Does this facility hold physical security certification and/or accreditation?
Attach the certification and/or accreditation documentation
Do you require this facility to be certified and/or accredited?
If you have applied for Level 1 Physical Security, your Entity is required to have a minimum of one facility certified and accredited.
Information / cyber security
As a DISP member, you are required to meet a minimum standard of security on your corporate ICT network(s). Which standard(s) does your corporate ICT network(s) meet? *
•  Application controls
•  Patch applications
•  Restrict administrative privileges
•  Patch operating systems
Please complete and attach the Cyber Questionnaire. *
If applicable, attach any third-party certification / accreditation for your corporate network(s).
As a DISP member, you are required to meet a minimum standard of security on your corporate ICT network(s). Which standard(s) does your corporate ICT network(s) meet? *
•  Application controls
•  Patch applications
•  Restrict administrative privileges
•  Patch operating systems
By applying for  membership in this category (ICT/Cyber), you indicate an intention to process or store classified information digitally, up to and including . Please select the type of Defence-accredited network your entity uses or intends to use to correspond with Defence:
Is this network already accredited by a Defence authority? *
Is this network already installed at your premises?
Please attach current evidence of network accreditation. If you are unable to locate evidence of current accreditation, please advise when submitting your application and your processing officer will discuss this with you.
Do you already have DREAMS access?
Please enter the email address and token # of each DREAMS account used by your entity.
DREAMS Account 
Please continue to fill out and submit your application form. Your processing officer will speak to you further about ICT / Cyber accreditation options as your application progresses.
Final review of pack - SO
The information provided in this application is true and accurate. *
As the nominated SO, I acknowledge that providing false or misleading information may result in termination of DISP membership and may affect existing and future contracts with Defence.*
Optional instruction text here
Final review of pack - CSO
The information provided in this application is true and accurate. *
As the nominated CSO, I acknowledge that providing false or misleading information may result in termination of DISP membership and may affect existing and future contracts with Defence. *
Optional instruction text here
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