Digital Forensics: 5 Ways to Spot a Fake Photo: Scientific American

Camera Fingerprinis

Digital retouching rarely leaves behind a visual trace Because reto
ar aigonthm that would detect any rodification of an image The technique my group ¢
feature of how vidually all digital camearas work
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A czmera’s digital sensors are faud out in a rectangular grid of pixels. but sach pixet detects the intansity of lght oaly
in & band of wavelengths near one enlor, thanks {e a color filler array {CFA} that sits on top of the digital sensor grig
Tha CFA used must often, the Bayer array. has red, gresn and blue 's arranged as shown below

(38 & 423/ 3
{38+ 40/ J w 3
(384 42 + 4007 4 = 38
344

Each pixet n the raw data thus has oniy one color chiannel of the three required o spealy a pixel of a standard digital
image. The missing datz are filled m—-eithar by a processor in the camera it or by software that interprets raw
data from the camera— by interpalating from the nearby pixels. a proca demosaicing. The simplest
approach is to take the average of newghbering values. but more suptist ithms are also usad to achieve
petter results. VWhatevar demosaicing aigorithm s applied, the pixel i image will be correlated with
thedr neighpors i an wnage does not have the proper pixel oo mera allegedly used tc take the
picture, the image has been relouched in some fashicn

My group's algorithm looks tor these penodic correiations in a digital image and can detect deviations from them if
{ha correlabons are absent in & smali region. most likely some spot changes have been made there. The corraiations
may be completely absent if image-wide changes were made, such as rasizing of heavy JPEG compression. Thig
technigue can defect changes such as those made by Reuters to an iny 1T ed from a meeting of the Uniled
Nations Secunty Council in 2008 (above). the cantrast of the notepad was adjusted to imprave its readability

A drawback of the technigue is that # can be appliad usetully only Lo an allagedly original digital image; a scan of a
prictout, for instance, would have new corrslations imposed courtesy of ©
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http://www.sciam.com/article.cfm?id=5-ways-to-spot-a-fake&page=>5
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