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General Guidance
The word 'risk' is used to mean the possibility of an event occurring.  The word 'liability' is used to indicate the obligation to pay for, or to pay to rectify, the consequences of the event when it occurs.
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ANNEXS

A – Risk Log and Treatment Plan 
	PURPOSE and SCOPE

	The purpose and scope part is to set out the purpose of the Risk assessment and the scope of the Risk assessment, including the nature of the supplies that are the subject of the contract.



	KEY STAKEHOLDERS
	The key stakeholders part is to identify the stakeholders applicable to the contract, including their areas of interest/concern and their likely influence in terms of Liability.



	CONTEXT 
	The background part is to set out all the background for the Risk assessment including a description of the procurement to which the Risk assessment relates, including the procurement objectives, and the procurement environment



	RISK IDENTIFICATION 
	The Risk identification part is to set out the matters, including:

a. the process, procedures and tools used to identify and capture Risks;

b. the Risks identified; 

c. the Sources that could initiate each Risk; 

d. a description of the Impact of each Risk; and

e. the category of categories of each risk .

Guidance on Categorising Risk 
The Categories that are likely to be common for most contracts are set out in the table below:
Table 1 - Categories of Risk

Category

Description

Safety

The Risk could cause injury or death to persons.

Performance

The Risk could effect the performance of the supplies to which the procurement relates.

Supportability

The Risk could effect whether the supplies are supportable.

Reputation 

The reputation of Defence could be affected

Schedule

The Risk could cause a delay the in schedule for delivery of the supplies to which the procurement relates.

Cost

The Risk could cause the total actual contract costs, taking into account liabilities incurred by the Commonwealth, to exceed currently approved cost.



	RISK ANALYSIS
	The Risk analysis part is to describe:

f. the procedures for analysing Risks, including the Risk-analysis criteria, the Likelihood Ratings and Consequence Ratings and any adaptation of them, as well as the Standard Defence Risk Management Matrix for assigning Risk Levels; and

g. the outcome of the analysis, for example by attaching the Procurement Risk Log.

Guidance on Likelihood Ratings and Consequence Ratings
The table below provides the standard Defence definitions for assigning Likelihood Ratings.  This table is to be used for qualitative analysis of the Likelihood of Risk for all procurements.



Likelihood Ratings

Rating 

Description

Almost certain

Expected to occur in most circumstances.

Likely

Will probably occur in most circumstances.

Possible

Could occur at some time.

Unlikely

Not expected to occur.

Rare

Will probably occur in exceptional circumstances only.

The table below provides definitions for assigning qualitative consequence ratings in relation to risk assessments when allocating Liability.

Consequence Ratings for Risks when allocating Liability

Rating

Description

Severe

Would have a huge effect in relation to the Category of Risk to which the Risk relates, huge financial loss.

Major

Would have a major effect in relation to the Category of Risk to which the Risk relates, major financial loss.

Moderate

Would have a moderate effect in relation to the Category of Risk to which the Risk relates, high financial loss.

Minor

Would have a minor effect in relation to the Category of Risk to which the Risk relates, medium financial loss.

Insignificant

Would have an insignificant or low effect in relation to the Category of Risk to which the Risk relates, low financial loss.

The definitions can be refined by incorporating evaluation criteria according to the Category of Risk as is shown in the example in the Table below. 
 Assessment of Consequence Ratings against Categories

Consequence

Safety

Performance

Supportability

Reputation 

Schedule

Cost

Severe

Would cause loss of life.

Would cause the supplies to be functionally unfit for their intended purpose (i.e. unable to perform core missions or essential tasks).

Would cause the supplies to be unsupportable under normal peacetime operations due to deficiencies in one or more fundamental inputs to capability.  There are no known workarounds.

Defence attracts adverse media attention  or a commission or inquiry is launched
Would cause the specified in service date to be missed by more than 12 months.

Would cause the date for full operational capability to be missed by two or more years.

Would cause the total actual contract costs, taking into account liabilities incurred by the Commonwealth, to exceed currently approved cost provisions by > 10%.

Major

Would cause serious casualties resulting in the long-term physical impairment of personnel.

Would cause the supplies to be only partly functionally fit for purpose (i.e. degraded ability to perform some core missions or essential tasks or unable to perform non-core missions or tasks, and there are no known workarounds).

Would cause the supplies to be unsupportable in low-tempo operations or for short periods of time due to a deficiency in a fundamental input to capability.  There are no known workarounds.

Defence attracts adverse media attention  or an investigation is launched 
Would cause the specified  in service date  to be missed by 6 – 12 months.

Would cause the date for full operational capability to be missed by between one and two years.

Would cause the total actual contract costs, taking into account liabilities incurred by the Commonwealth, to exceed currently approved cost provisions by 5-10%.

Moderate

Would cause several casualties that require hospitalisation with no long-term effects.

Would cause the supplies to be partly functionally fit for purpose (i.e. degraded ability to perform all desired missions or tasks; however, there are known workarounds). There would be some qualification to the level to which it would perform (e.g. due to issues of relationships, concurrency, etc). Several such qualifications would exist.

Would cause the supplies to be unsupportable in medium or high-tempo operations or for extended periods of time due to a deficiency in a fundamental input to capability.  There are no known workarounds.

Defence attracts moderate media attention 
Would cause the specified  in service date to be missed by up to 6 months.

Would cause the date for full operational capability to be missed by between six months and one year.

Would cause the total actual contract costs, taking into account liabilities incurred by the Commonwealth, to exceed currently approved cost provisions by up to 5%.

Minor

Would cause several minor casualties that require medical attention off-site with no long-term effects.

Would cause the supplies to be functionally fit for all desired missions or tasks, but there would be some qualification to the level to which it would perform non-critical elements of the mission or task. Several such qualifications would exist.

Would cause the supplies to be supportable in medium or high-tempo operations or for extended periods of time; however, there would be several qualifications on the level of performance (e.g. due to issues of relationships, concurrency, etc).

Defence attracts minor  media attention or internal concerns are raised 
Would cause the specified  in service date to be achieved, but internal contract milestones would not be achieved as currently planned.

Would cause the date for full operational capability to be missed by between three and six months.

Would cause contract contingency funds to be used but total actual contract costs would not exceed currently approved cost provisions.

Insignificant

Would cause minor injuries that are able to be treated at the site with no long-term effects.

Would cause the supplies to be functionally fit for all desired missions or tasks, but there may be some qualification to the level to which it would perform non-critical elements of the mission or task. Few such qualifications would exist.

Would cause the supplies to be supportable in medium or high-tempo operations or for extended periods of time; however, there would be a few qualifications on the level of performance although the qualifications would not be significant.

Internal concerns are raised
Would cause some non-critical elements of the contract to not achieve full operational capability within a reasonable period following the specified in service date.

Would cause the date for full operational capability to be missed by up to three months.

Would cause contract contingency funds to be used but total actual contract costs would not exceed currently programmed or approved cost provisions.

The table below provides the Standard Defence Risk Management Matrix, which is the mechanism for combining the Likelihood Rating and Consequence Ratings to determine the Risk Level for each Risk. Where there are different Consequence Ratings, in terms of the Category or Categories to which the Risk relates, for the purposes of determining the Risk Level for a Risk the highest level of Consequence in terms of the Category or Categories to which the Risk relates should be selected.

Table 6 - Standard Defence Risk Management Matrix

Likelihood

Consequence
Insignificant

Minor

Moderate

Major

Severe

Almost Certain

Medium

Medium

High

High

Extreme

Likely

Medium

Medium

Medium

High

Extreme

Possible

Low

Medium

Medium

High

High

Unlikely

Low

Low

Medium

Medium

High

Rare

Low

Low

Low

Medium

Medium




	RISK EVALUATION 
	The Risk evaluation part is to describe the procedures applied for evaluating Risk, including the Risk-evaluation criteria and the outcome of evaluating the Risk against that evaluation criteria 

Guidance on Risk Evaluation Criteria 

Evaluation Criteria can be included in the Assessment of Consequence Ratings against Categories.

Evaluation criteria provide the basis for determining whether Risks are acceptable or need to be treated. The outcome of the Risk-evaluation process is a prioritised list of Risks that require treatment. The evaluation criteria are to incorporate relevant legislative, statutory and policy requirements (e.g. OH&S legislation). 

Some examples of evaluation criteria that dictate treatment include:

a. serious injury (or greater) to personnel could occur; 

b. a breach of government legislation (e.g. environmental) could occur;

c. the date the system is required to be in-service may not be achieved within tolerances;

d. some qualification to the performance of the equipment could occur;

e. the reputation of Defence could be affected; or

f. the funding approved for the procurement could be exceeded.


	RISK TREATMENT  
	The Risk treatment part is to describe the Risk treatment options in terms of the Risks and the proposed allocation of those risks This is to include:

h. a description of the Risk treatment options;

i. an estimate of the effect of the treatment options on Likelihood and Consequences;

j. an estimate of the residual Risk exposure;

k. an appraisal of the cost-effectiveness of the treatment options; and

l. a description of the preferred Risk treatment option.

Guidance on Risk Treatment 

Risks are to be treated in accordance with the Table below. 

Recommended General Risk Treatment Advice
Risk Level 
Advice 
Extreme

Treatment is essential. 

Mitigate the risk if it is cost effective, otherwise prepare a contingency plan. 

High 

Treat in priority order to the limit of resources. 

Mitigate the risk if it is cost effective. 

Medium 

Treat as resources permit. 

Low 

Accept 

The main treatment strategy is to devote resources to treating those objectives that have Extreme and High risks; although bearing in mind that in treating any risks, care should be taken to ensure that risk treatments are cost effective. (One obvious indication of cost effectiveness is that the cost of treatment should be less than the expected loss should the objectives not be achieved.) 

For objectives assessed as Low and Medium-risks, the recommended treatment is generally to accept the risks and take no further action. However, in some instances, such as incorporation into a cumulative risk assessment this seems unacceptable, then the risks should be re-analysed and reconciled. Analysis, intuition and experience should be used in the process. 



	RECOMENDATIONS
	The summary part is to include any recommendations or decisions determined as a result of the Risk assessment
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